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Executive Summary  

Elections in the Democratic Republic of Congo (Congo) are currently scheduled for December 2018. Those 
elections are nearly two years overdue, as President Joseph Kabila’s mandate officially expired in December 
2016. On August 8, Congo’s Minister of Communications and Media Lambert Mende announced that Kabila 
will not seek another term, and named former interior minister Emmanuel Ramazani Shadary as the official 
candidate of Congo’s ruling coalition. While the ruling coalition’s recent announcement is an important one, 
numerous red flags remain in both the technical and political aspects of the electoral process. Electoral 
credibility in Congo – and in turn that of the government - will be determined by much more than who runs for 
office.  
 
To date, election preparations in Congo have been characterized by delays, lack of transparency and 
allegations of corruption, ethical violations and potentially inappropriate government interference in technical 
aspects of the process. This report explores a number of alarming developments throughout the electoral 
process, including allegations of corruption in the allocation of voter registration contracts, lack of transparency 
in the National Independent Electoral Commission’s (CENI) finances and unresolved questions regarding the 
integrity of voter rolls and security vulnerabilities in electronic voting machines. Taken together, these factors 
raise serious questions regarding the credibility of the electoral process, and the possibility that technical 
aspects of the election cycle have been and may continue to be manipulated. 
 
According to media reports, CENI officials may have intentionally favored certain companies during election 
preparation to benefit their own personal financial interests. Representatives of a private company involved in 
the voter registration process also allege that the CENI may have deliberately sought an expensive and 
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technically complex voter registration procedure in order to delay the electoral calendar. In addition, corporate 
correspondence reviewed by The Sentry indicates that Léonard She Okitundu, Minister of Foreign Affairs, 
met with representatives of the multinational software company Gemalto SA prior to the official opening of the 
bidding process for biometric voter registration kits – a contract that was ultimately awarded to Gemalto.  
 
Correspondence between the CENI and several commercial actors as well as commercial dispute rulings by 
a Congolese regulatory authority also raise questions as to whether the CENI pressured Gemalto to 
discontinue working with its originally-identified subcontractor. Representatives of a company involved in the 
dispute allege that this swap was motivated at least in part by the personal financial interests of CENI officials 
and may have granted the CENI more direct control over the voter registration process due to its relationship 
with the new subcontractor. While the CENI initially projected that voter registration could be accomplished in 
the space of two months, the process ultimately lasted approximately 18 months, following the CENI’s decision 
to pursue a complex and costly method of biometric voter registration. Observers, including private 
commercial actors involved in the electoral process, allege that these factors delayed the electoral calendar.  
 
The electoral process remains characterized by a significant lack of transparency. Whistleblowers and local 
civil society groups raise concerns regarding the opacity of CENI financing, including CENI budget 
formulations, the disbursement of funds and suspicious transactions at CENI-held bank accounts. CENI 
President Corneille Nangaa has rebuffed calls for an independent audit of voter rolls, despite the inclusion of 
nearly 17 percent of voters without any discernible fingerprints – a percentage technical experts flagged as 
abnormally high. The CENI has also resisted calls for a technical review of electronic voting machines 
proposed for use in the upcoming electoral cycle, despite popular distrust in the technology and serious 
security vulnerabilities in the machines, as The Sentry has recently reported. According to United Nations 
documents reviewed by The Sentry, the CENI is also refusing to share information with U.N. officials poised 
to provide logistical support to distribute electoral materials, potentially complicating the U.N. Organization 
Stabilization Mission in the Democratic Republic of Congo’s (MONUSCO) ability to support the deployment 
of electoral materials in a timely manner.  
 
These red flags raise serious questions regarding continued threats to the integrity of the electoral process 
and underscore the need for increased financial pressure against the Kabila government and its international 
facilitators in order to ensure a credible and peaceful democratic transition of power in 2018, and in turn, lay 
the foundations for a transparent, accountable government.  

Introduction  

Congolese state security forces shot and killed human rights activist Rossy Mukendi during a protest on 
February 25, 2018. The protest was certainly not Mukendi’s first – Mukendi was a known activist in the 
Congolese human rights community, and held a leadership position within the Collective Citizen Movement 
2016, a youth-led, pro-democracy movement.1 At the time of his death, Mukendi was helping protesters enter 
a church to take refuge from police gunfire.2 In one photo widely circulated on social media after his death, 
Mukendi holds a protest sign that reads “le peuple gagne toujours” (the people always win).3 He is staring 
straight at the camera with a determined expression.  
 
Mukendi is among dozens of peaceful protesters killed in in the Democratic Republic of Congo (Congo) since 
December 18, 2016, when President Joseph Kabila’s mandate officially expired.4 Since then, the Congolese 
government has repeatedly rejected domestic and international calls to organize credible elections, 
alternatively blaming security concerns, logistical or financial constraints while simultaneously violently 
repressing pro-democracy civil society groups. 
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In October 2017, United States Ambassador to the United Nations Nikki Haley visited Congo and delivered a 
clear message – the international community is tired of delays and excuses; hold elections by the end of 2018 
or face consequences. In public remarks given in Kinshasa, Haley stated, “This is not a democracy unless 
people’s voices are heard. We will not support, we will not condone elections being put off any longer.”5  
 
In response to Haley’s visit and significant pressure from Congolese civil society and opposition, Congo’s 
National Independent Electoral Commission (CENI), announced a new electoral calendar, with presidential 
elections scheduled for December 2018.  
 
On August 8, Congo’s Minister of Communications and Media Lambert Mende announced that former Interior 

Minister Emmanuel Ramazani Shadary will stand as the ruling coalition’s official candidate.6 Following 

Mende’s announcement, observers have raised concerns regarding Shadary’s past, including his former role 

in Congo’s security sector. In May 2017, the European Union announced that it had placed sanctions on 

Shadary, who at the time occupied the post of deputy prime minister and minister of interior and security, for 

his involvement in “planning, directing or committing acts that constitute serious human rights violations.”7 In 

a nationwide opinion poll on prospective presidential candidates conducted in July 2017, Shadary did not 

garner enough votes to be included in the poll’s results.8  

While Kabila’s announcement that he will not seek a third term is an important one, repression and intimidation 
tactics against pro-democracy activists continue and opposition groups are still denied the ability to fully 
exercise their freedom of assembly.9 At the same time, observers and technical experts have raised serious 
concerns about the lack of transparency and vulnerabilities in technical aspects of the electoral process.10 
Observers have also expressed concern with the CENI’s decision to invalidate the candidacies of six 
opposition figures.11 Shadary’s designation as ruling coalition candidate, given his implication in human rights 
abuses and lack of a popular base, has caused some observers to express concerns that Kabila may be trying 
to maintain power from behind the scenes.12  
 

This report examines red flags throughout the electoral process. 
Review of corporate correspondence, analysis of public statements of 
Congolese officials and comments from individuals with direct 
knowledge of specific aspects of election preparations raise questions 
regarding the allocation of state contracts, the technical basis for the 
CENI’s decision to pursue a highly complex and expensive voter 
registration procedure and the seeming lack of willingness of electoral 
officials to investigate potential areas of fraud and security 
vulnerabilities.  
 

Taken together, these red flags raise serious concerns regarding the credibility of the electoral process – 
including the potential manipulation of technical aspects of the election in order to further Kabila’s political 
agenda. Combined, these factors cast serious doubt over the government’s intention of holding free and fair 
elections in 2018.  
 
Mukendi and other activists like him died demanding their right to a credible, democratic transfer of power – 
a call that extends far beyond elections without Kabila as a candidate. There is still time for the international 
community to honor their legacy. The international community should act now to increase financial pressure 
in the form of both network sanctions and anti-money laundering actions, on key members of Kabila’s network 
to build the internal political will needed to support a credible and peaceful democratic election in December 
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2018, thus laying the groundwork for a transparent government accountable to its citizens and not the financial 
interests of elites.  
 
The increased pressure should include additional sanctions designations of Kabila’s inner circle and the 
companies they own or control, including senior financial advisors, family members and commercial 
facilitators, as well as robust enforcement of existing sanctions. Diplomatic incentives should also go hand-in-
hand with that effort, linking sanctions relief to key components of the electoral process and increased 
transparency and accountability in the management of public finances more broadly, notably a full citizens 
audit of the voter registration list, equal access for opposition parties to state media during the campaign 
process, unequivocal freedom of assembly and expression for opposition and civil society groups, the release 
of political prisoners and dropping of politically-motivated charges, as well as abandoning the use of electronic 
voting technology in favor of paper ballots, and increased transparency in the extractives sector, including an 
independent, published audit of state-owned mining company Gécamines’s financial accounts. The U.N. 
Security Council should amend existing listing criteria for sanctions to include the ability to sanction persons 
for obstructing the democratic process and engaging in illicit financial activity, in order to ensure that these 
measures are rendered most effective by targeting Kabila’s financial enablers and facilitators. In addition, the 
European Union should amend existing sanctions criteria to add illicit financial activity such as to corruption 
to ensure coordination throughout the international community.  
 
The United States should enact special measures pursuant to the USA PATRIOT Act and other authorities 
related to entities and financial institutions in Congo engaged in laundering the proceeds of corruption. 
Drawing on existing authorities, including Presidential Proclamation 7750, the State Department should issue 
additional visa bans on corruption grounds against senior members of the Kabila family and close associates, 
including financial associates. The United States should also increase high-level engagement with the 
Congolese government and continue to publicly decry opacity in the electoral preparation process and the 
lack of transparency and corruption in state finances more broadly. 
 
The United States, African Union, Southern African Development Community (SADC), U.N. Security Council 
and European Union should coordinate their public messaging and policy responses to the Congolese 
government’s success or failure to move electoral benchmarks and increase financial transparency as well 
as any ensuing consequences. The African Peace and Security Council should pass a resolution calling for a 
credible and transparent democratic transition in Congo, in line with the December 31, 2016 Saint-Sylvestre 
accord. The resolution should also urge regional financial intelligence units to take robust steps to implement 
the Financial Action Task Force (FATF) guidelines to combat money laundering, including a focus on the 
laundering of proceeds of corruption. 

Election Credibility: Built Step by Step  

Election preparations in any country involve a series of technically complex and logistically demanding 
processes. Registering voters, revising and releasing voter rolls, mapping electoral districts, recruiting and 
training electoral officials, allocating and dispersing funds, procuring electoral materials, as well as voter 
outreach and education are all critical steps, each contributing to the overall integrity and credibility of an 
election cycle. However, the success or failure of these technical steps depends on the political will of those 
in power to facilitate or obstruct them.  
 
The CENI’s October 2017 electoral calendar left approximately 13 months to organize presidential, legislative 
and provincial elections in one of the most logistically challenging environments in the world. At the time of 
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the CENI’s announcement, many of the steps outlined above had yet to be completed, and some had not 
even begun.  
 

 
Despite these challenges, international technical experts determined that the CENI’s electoral calendar was 
ambitious but feasible. After all, the CENI had already initiated and made significant progress in voter 
registration. CENI leadership also has a strong background in the technical aspects of electoral preparations. 
CENI President Corneille Nangaa, for example, previously served as chief of party for the International 
Foundation for Electoral Systems (IFES) in Côte d’Ivoire and Niger, and worked on various electoral 
assistance programs for the U.N. Development Program.13  Members of the donor community also stood 
ready to assist in election preparations, including via financial and logistic support.14 The European Union, 
International Organisation of the Francophonie (OIF), SADC, and United Nations authorized the creation of a 
group of technical experts to provide additional assistance to the CENI.15 The U.N. peacekeeping mission 
MONUSCO’s March 2018 mandate renewal included specific language regarding security for civilian 
populations and electoral process support.16 
 
The critical missing component for success or failure in ensuring electoral credibility in Congo – more than 
economic resources, logistical hurdles or security – was and remains political will. 

Voter Registration  

Call for Tenders Chessboard 
 
Voter registration is among the most crucial aspects of the overall integrity of any electoral process. It is also 
one of the most cost-intensive aspects of an electoral cycle, presenting the opportunity for private companies 
to win substantial contracts. Documents reviewed by The Sentry raise significant questions about the public 

Voting simulation using a prototype of the electronic voting machine. Photo: CENI 
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contract management process that has unfolded in Congo and the potential for manipulation of technical 
assessment criteria in a manner that favors specific companies. Journalists and Congolese lawmakers have 
alleged that the technical criteria to assess candidates for the biometric voter registration kit contract were 
intentionally manipulated to favor a specific candidate.17 In addition, according to documents reviewed by The 
Sentry, Foreign Minister Léonard She Okitundu met with representatives of the multinational software 
company Gemalto SA, which was eventually awarded the approximately $44 million contract to provide 
biometric voter registration kits, prior to the start of the official bidding process.18 According to Belgian daily 
newspaper Le Soir, during his meetings with Gemalto employees, Okitundu was not accompanied by 
members of CENI technical staff.19 Okitundu’s pre-bid meeting with Gemalto apparently flies in the face of 
Congolese law, which states that public tenders should be awarded without negotiating with bidders.20 Despite 
attending these meetings, Okitundu was promoted to the post of deputy prime minister and minister of foreign 
affairs and regional integration in December 2016.21 
 
In Congo, voter registration is a particularly sensitive issue, as the country has not held a census since 198422 
and voter rolls will serve as the basis for redistricting in 2018 presidential, legislative and provincial elections. 
Voter registration irregularities during the 2011 electoral cycle are widely regarded as a factor contributing to 

lack of credibility in the process.23 
 
Congolese law requires that public contracts be awarded via a 
competitive bidding process.24 Bids are advertised and received 
by Congo’s Central Coordination Office (BCECO).25 Bids must 
then be evaluated on the basis of cost and previously 
established criteria detailed in the call for tender.26 The law also 
states that this process should take place “without negotiation 
with (the) candidates.”27 The CENI announced a call for public 
contracts to support the voter registration process on February 

10, 2016.28 The BCECO’s advertisement divided the bidding process into three contracts – the provision of 
20,000 biometric voter registration kits and technical assistance for the registration process, the production of 
54,000,000 voter identification cards and a contract to provide electrical power to support the process.29 
 
As is common in calls for tenders around the world, the BCECO also included more detailed information on 
assessment criteria for submitted bids. The criteria help interested bidders provide the most detailed bid 
possible to the assessment committee. According to Le Soir,30 the assessment criteria for bids to provide 
biometric voter registration kits did not include prior data collection. In an October 29, 2016 article, Le Soir 
asserted that excluding prior data collection as an assessment criteria was hugely detrimental to Zetes, the 
Belgium-based company that provided biometric voter registration during Congo’s 2011 electoral process.31  
 
On March 3, 2016, Franck Diongo, a parliamentarian representing the opposition Mouvement Lumumbiste 
Progressiste (Progressive Lumumbists Movement - MLP) party, also suggested the assessment criteria for 
the bid was suspicious. Diongo publicly criticized the lack of technical specificity in the assessment criteria, 
noting that the only criterion for evaluating biometric voter registration kits was “appropriate software for 
enrolling voters.”32 
 
On July 4, 2016, Gemalto announced on its website that it had won an international tender to supply the CENI 
with 22,000 mobile biometric voter registration kits33 – chosen over Zetes and Super Tech Ltd, a Ghanaian 
information communication technology company.34 The provisional contract published by the BCECO on June 
3, 2016 was worth $44,660,871.10 – the largest single voter registration contract.35 In a press release, 
Gemalto declared that its technology “provides the DRC with a trusted foundation toward free, fair and 
transparent elections.”36 Gemalto’s announcement did not include information about the behind the scenes 
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events that reportedly occurred prior to the official launch of the bidding process on February 10, 2016.  
 
According to correspondence reviewed by The Sentry, Gemalto’s vice president for African governmental 
programs invited Okitundu to visit Gemalto’s offices in Paris on February 1-2, 2016, in order to discuss “our 
propositions for the DRC.”3738 At the time, Okitundu, who now serves as foreign minister,39 was a senator 
representing Kabila’s ruling coalition.4041 

 
The invitation letter referenced a prior meeting in Kinshasa between Okitundu and a Gemalto representative42 
In a second letter dated February 22, 2016, the head of the customer service department for government 
programs at Gemalto affiliate Trüb43 invited Okitundu to Gemalto offices in Aarau, Switzerland for an 
“important meeting with the directors of governmental programs.”44  
 
Several press outlets have written about Okitundu’s relationship with Gemalto and its potential implications 
for the electoral process. In its previously referenced October 2016 article, Le Soir profiled an article by 
Congolese daily newspaper Le Potentiel that stated that Okitundu traveled to Paris to finalize the details of 
the bid for support to the voter registration process with Gemalto.45 In the article, Le Soir reported that Okitundu 

Letters of invitation from Gemalto and its affiliate Trüb to then-Senator Léonard She Okitundu  
for meetings in France and Switzerland. Photo: The Sentry. 
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was not accompanied by a member of the CENI or any technical staff competent to assess Gemalto’s 
qualifications as a bidder.4647 
 
Such communication with Gemalto staff by a government official about the biometric voter registration contract 
prior to the official call for tenders may be inconsistent with Congolese regulations governing the awarding of 
public contracting, which states that assessment of tenders should take place without negotiation with 
bidders.48 Gemalto's proposal to Okitundu to come discuss the company's business "propositions" in Congo 
just prior to the official opening for the public tender process for contracts in support of voter registration raises 
concerns that Okitundu and Gemalto may have engaged in contract negotiations. Reports in Le Soir that 
Okitundu traveled without CENI technical staff raises concerns that the bidding process was politically 
influenced and not conducted on the basis of technical merit alone. And Okitundu was promoted in December 
201649 in the wake of these contacts, despite concerns publicized in local and international press outlets 
regarding his involvement in the deal for biometric voter registration kits.  
 

Subcontractor Swap  
 
Under Congolese law, foreign bidders who identify a Congolese subcontractor to execute at least 30 percent 
of the total value of the contract receive a competitive advantage over those that do not.50 As a result, 
international bidders often partner with Congolese businesses to execute larger contracts. In preparing its bid, 
Gemalto identified Kinshasa-based digital security company Sitele SARL as its local subcontractor to provide 
technical support during the voter registration process.51 In written correspondence to the CENI and Gemalto, 
Sitele representatives allege that the company lost the contract for technical support to the voter registration 
process due at least in part to the personal financial interests of several CENI officials.52 A Sitele 
representative further alleged that the ensuing contract dispute delayed the voter registration process and 
pushed back the overall electoral calendar.53 
 
The ARMP, the regulatory authority for public markets and Congolese government body that oversees public 
contract management, published its ruling on a dispute between Gemalto and Sitele in a document dated 
September 28, 2017.54 According to the ARMP’s summary of the case, Sitele alleged that Gemalto had 
identified it as the subcontractor for the biometric voter registration contract. In its complaint to ARMP, Sitele 
stated that Gemalto contracted the company to provide technical support for the biometric voter registration 
process and then broke with its agreement, ultimately using the services of another, unnamed company.55 
Sitele further alleged that it had already invested significant funds in executing its component of the contract 
when Gemalto began working with another subcontractor.56 In its conclusion, the ARMP stated that Gemalto 
had won the contract for biometric voter registration kits partially due to Sitele’s specific technical expertise 
and confirmed that Sitele was Gemalto’s identified subcontractor at the time of bid submission.57 The ARMP 
encouraged Gemalto to meet with Sitele to come to a settlement.5859 
 
The ARMP case summary referenced several rounds of correspondence between Sitele and Gemalto and 
between Sitele and the CENI. The Sentry has reviewed copies of these exchanges. In a letter from Sitele to 
Gemalto dated September 7, 2016, Sitele accused Gemalto of proceeding with another subcontractor without 
informing them. The letter also referenced “two CENI advisors… motivated by personal interests.”60 In the 
letter, Sitele expressed concern that the voter registration process would be adversely impacted by these 
irregularities, including but not limited to additional delays.61 
 
In a letter dated August 6, 2016, Sitele wrote to Nangaa summarizing its frustrations.62 The letter stated that 
during conversations with Gemalto employees, Sitele directors were informed that Gemalto was prohibited 
from acting to correct the situation “by precise oral instructions from two CENI advisors.” In a letter from 
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Gemalto to Sitele dated August 22, 2016, a Gemalto representative stated that the company continued to wait 
for the CENI to notify them of its “operating plan” before it could “formalize its offer of technical support services 
with a local subcontractor.”63 Sitele directly accused the CENI of taking steps to prevent Gemalto from fulfilling 
its contractual obligations in a letter to Nangaa dated September 2, 2016.64 
 
In a letter to Gemalto dated June 9, 2017, Sitele stated that Gemalto employees counseled Sitele managers 
to continue negotiating directly with the CENI.65 The letter referenced an SMS text exchange between Sitele 
management and Nangaa. “The CENI has chosen to misappropriate the execution of technical support for its 
own profit,” Sitele concluded. 
 

In a letter to the CENI dated June 26, 2017, Sitele alleged 
that Nangaa sent two representatives to Sitele to offer it 
$200,000 as compensation for partial services rendered 
(see image to left).66 According to the letter, Sitele 
declined the funding since the profit the company stood 
to gain from the original contract was valued at 
approximately $1.5 million.67 The letter also stated that 
Sitele was informed that its contract was turned over to 
another contractor, STIM Plus.68  

 
The Sentry also reviewed an additional letter from 
Gemalto to Oscar Mubiayi, Sitele’s legal representative. 
In the letter, Gemalto’s Central Africa commercial director 
acknowledged that Gemalto’s initial bid to the CENI 
identified Sitele as its designated subcontractor.69 
Gemalto’s representative then stated that the CENI 
approached Gemalto in September 2016 – after awarding 
Gemalto the contract – to rearrange its contractual 
obligations to adapt them to a new, expanded operating 
plan by separating after-sales support from technical 
support.70 This new scope of work differed from the 
criteria initially provided in the call for tenders.71 Since 
Gemalto and Sitele did not jointly sign a contract with the 
CENI, Gemalto argued it had no further obligations to 
Sitele.72  
 

Gemalto’s letter to Mubiayi made no comment on the technical basis for the CENI’s change in the scope of 
work after awarding contracts for a complex, critical component of the electoral cycle.  
 

From 60 Days to 18 Months: Voter Registration Delays 
 
At the outset of the electoral process, voter registration was originally projected to last 60 days.73 However, 
the process ultimately lasted nearly 18 months, ending January 30, 2018.74 At various points during this 
timeframe, the CENI cited different reasons for delays to the process, including deteriorating security 
conditions in certain provinces.75  
 
A Sitele representative said that the CENI’s interference in Gemalto’s subcontractor agreement gave the 
electoral commission more direct control over the technical implementation of the voter registration process.76 

June 26, 2017 letter from Sitele to CENI President 
Corneille Nangaa alleging that the CENI offered 

$200,000 in compensation for partial services 
rendered. Photo: The Sentry. 
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While voter registration in 2011 required two fingerprints per voter, 
voter registration in 2016-2018 required a full 10 fingerprints per voter, 
resulting in a more costly and time-consuming voter registration 
process.77 78 An opposition lawmaker accused the CENI of deliberately 
delaying the announcement of the public call for tenders so that it 
would be impossible to complete a credible voter registration process 
before Kabila’s mandate expired in December 2016.79 The significant 
discrepancy between the original amount of time foreseen for voter 
registration and the ultimate amount of time allocated combined with 
the timing of the official launch of the bidding process and expansion 
of the scope of work calls into question the motivations behind the 
CENI’s technical choices.  
 
In a written statement to The Sentry, Mubiayi alleged that the CENI’s efforts to swap subcontractors “was not 
only a means of misappropriating public funds to permit the lengthening of the electoral process, but also a 
means of assuring control of the voter registration process. Sitele… could demonstrate that it was technically 
possible to organize elections during a brief period of three months and not one year.”80 
 
Collecting too few fingerprints can trigger false positives when reviewing the voter rolls for potential 
duplications, according to a 2011 study on election biometrics commissioned by the U.S. Agency for 
International Development (USAID).81 However, if too many fingerprints are collected, it becomes very difficult 
for voters to register and matches are harder to detect, raising the risk of more unidentified duplicate entries.82 
According to the USAID study, the “current trend is to capture four prints: thumbs and index fingers of both 
hands.”83 
 
Regardless of the number of prints collected, Automated Fingerprint Identification System (AFIS) technology 
removes duplicates.84 No AFIS provider had yet been contracted when the CENI decided to expand biometric 
registration from two prints to 10. Diongo, the opposition lawmaker, referred to the original scope of work for 
public contracts in support of the voter registration process, and stated that, according to this document, the 
voter registration process was originally intended to last 60 days.85 The technical basis for the CENI’s decision 
to expand fingerprint collection from two to 10 remains unclear. However, it is clear that the CENI’s technical 
choices – including the timing for launching the bidding process and the increased technical scope of work - 
resulted in a more expensive and time-consuming process.  
 

Missing Fingerprints 
 
In May 2018, the OIF released an audit of the Congo’s voter rolls.86 Although the OIF’s report identified several 
points of technical concern, CENI leadership has rebuffed calls to investigate specific findings.  
 
OIF’s audit reported that 16.6 percent of all enrollees were missing any form of fingerprints. The report stated 
that approximately 94 percent of enrollees without any fingerprints were registered in Sankuru and Tshuapa, 
two areas that also had comparatively high levels of underage enrollees and duplicate entries.87 Sankuru is 
considered a ruling coalition stronghold, according to observers. 88 
 
According to Article 22 of the electoral code, the president of each registration center (a position held by CENI 
employees) must personally authorize biometric registration in cases of missing fingerprints.89 Such overrides 
are typically reserved for cases where enrollees are missing a finger or hand, or in instances where fingerprints 
are too worn down to register a print, according to the OIF.90 In these instances, enrollees may be able to 
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register some but not all of their fingerprints.91 But the 16.6 percent of enrollees with faulty data in the system 
were missing all fingerprints.92 
 
In its report, the OIF characterized the rate of enrollees without fingerprints – and their geographic 
concentration – as a threat to the integrity of the voter list and encouraged the CENI to investigate the actions 
of registration presidents in Sankuru and Tshuapa. However, in a June 2018 interview with Radio France 
Internationale (RFI), Nangaa stated that although the CENI “would implement certain OIF recommendations,” 
there would be no formal investigation into the anomalies exposed by OIF’s audit.93 

Electronic Voting Machines  

The CENI’s insistence on using expensive and highly controversial electronic voting technology has emerged 
as a key electoral issue. Numerous observers, including The Sentry,94 have expressed concerns about the 
machines’ security vulnerabilities, popular distrust of the technology, as well as allegations of corruption and 
self-enrichment of CENI officials in the awarding of a no-bid $150 million contract.95 At the time of writing, the 
CENI appears fully committed to using the machines on Election Day. However, the procurement and 
deployment schedule for the machines remains opaque. Due to these concerns, some policymakers and civil 
society activists call for a total abandonment of the technology in favor of paper ballots.  
 
A component of MONUSCO’s mandate in Congo includes technical and logistics support to the electoral 
process.96 As of February 2018, MONUSCO reported 16 aircraft available to support logistical aspects of the 
electoral process, as well as 180 electoral experts deployed throughout the country and ready to provide 
technical support.97 However, according to a May 1, 2018 letter to the UNSC President summarizing 
developments in the electoral process,98 MONUSCO had yet to receive an official request from the CENI to 
provide logistic support for the deployment of the electronic voting machines. The same U.N. documents99 
also noted a lack of clarity on the status of the procurement process of electoral materials. Without this 
information, MONUSCO will be unable to formulate a detailed plan for logistic support to the electoral process 
– potentially risking the missions’ ability to help deliver electoral materials in a timely manner.   
 
On August 14, the CENI announced that it had procured seven helicopters, seven planes, 130 trucks, and 
195 cross country vehicles to support the electoral process.100  According to the CENI, pilots for the helicopters 
are currently being trained in South Sudan.101   
 
In remarks at a August 27 UNSC briefing, Haley encouraged the Congolese government to allow MONUSCO 
to provide logistics and transportation support to the electoral process.102  In her remarks, Haley also 
questioned whether the CENI has procured enough machines for all of the approximately 90,000 polling 
stations and what measures were in place in the event of battery failure. 
 
According to the CENI’s own electoral calendar, resources to support the disbursement of electoral material 
should have been made available to the CENI by April 2018.103 The electoral calendar also includes 
references to traditional paper ballots instead of voting machines.  
 
At the time of writing, the CENI reported that 70,000 electronic voting machines have been produced, with 
units scheduled for delivery from South Korea to Congo from September 9-12 and September 23-October 
6.104 However, the schedule for internal distribution of the machines remains opaque. 
 
Despite numerous calls from opposition and civil society groups, the CENI has reportedly not yet allowed 
technical experts full access to the machines for the purposes of assessing and reviewing the technology for 
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potential vulnerabilities.105 On August 21, pro-democracy group LUCHA called for protests against any use of 
electronic voting machines in the upcoming electoral cycle,106 and protests occurred in several cities across 
Congo on September 3, 2018.107  
 
Popular distrust of the electronic voting technology, the CENI’s apparent unwillingness to conduct a security 
audit of the machines and an opaque procurement and distribution process raises further concerns about the 
CENI’s ability to organize elections in a timely and credible manner.  

Ballooning Budget; Shrinking Bank Accounts  

Throughout the electoral cycle, observers and whistleblowers have raised concerns about the lack of oversight 
into the CENI’s budget and spending. Banking documents leaked by whistleblowers suggest large-scale 
misappropriation of electoral funds.108 CENI budget documents and spending patterns by civil society 
observer groups reflect significant expenditures in new buildings for the CENI at the same time as staff salaries 
went unpaid, raising analogous concerns. 
 
Whistleblower leaks appear to indicate that three individuals withdrew approximately $7 million in cash from 
CENI bank accounts at BGFIBank DRC between May and July 2016.109 Although the CENI stated that the 
individuals were CENI employees withdrawing funds on official business, the destination of the funds remains 
unexplained. Press reports suggest that the CENI paid at least $2.4 million in “account management fees” to 
BGFIBank DRC – exceeding the bank’s normal rate.110 

 
The CENI estimated the budget for its 2016-2018 operations at $1.3 
billion.111 But only 24.97 percent of allocated funds for election 
preparations were disbursed between 2014 and late September 
2017, according to an analysis by the public spending observatory 
ODEP, a Congolese civil society group.112  
 
In its analysis, ODEP also underscored recurring back pay issues for 
CENI staff who were paid at a rate of only 11.1 percent of what had 
been budgeted in 2016 and 0.54 percent in 2017.113 In its analysis, 

ODEP stated, “This poor disbursement of funds meant to pay salaries could encourage mismanagement and 
corruption of the electoral process just as the country struggles with a deep political and economic crisis.”114 
In December 2017, the CENI released a more detailed breakdown of its electoral budget projecting $432.6 
million from December 2017 to December 2018 for election preparations.115 In addition to some $157.7 million 
in costs for electronic voting machines, the budget also included approximately $65.4 million for salary costs 
(including projected overtime).116  
 
In its analysis of the CENI’S 2014-2017 budget and spending, ODEP also noted that some allocated funds 
were used to purchase and renovate buildings for the CENI, allegedly to save money on renting temporary 
space and “increase the (CENI’s) autonomy.”117 In its analysis, ODEP noted that the CENI spent 790.6 percent 
more than was allocated for “leasing and rehabilitating warehouses” to support the voter registration process 
from 2016-2017 at the same time as staff salaries went unpaid.118 ODEP further noted that the CENI also 
exceeded its budget allocation for the broad category of “economic, social, scientific and cultural events” by 
1,493.43 percent between 2015 and 2017.119  
 
In a September 2018 report, ODEP further noted a discrepancy between the amount of funding paid by the 
Congolese government to the CENI between 2014-2017 ($483,515,758.58) and the amount of funding the 
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CENI declared in its 2014-2017 budget reports ($652,048,940.40).120 In its report, ODEP stated that this 
difference suggests that the CENI received $168,533,181.82 in funding outside of the state’s formal budget.  
ODEP further stated that “This behavior violates article 103, paragraph 2 of the law related to public finances.” 
 
The CENI argues that using electronic voting machines reduces costs, but it has failed to produce a 
comparison budget for using paper ballots, making it impossible to verify this claim.  
 
Partially in response to push back from the international community about using electronic voting machines 
in this electoral cycle, Kabila announced that the government plans to self-fund its electoral process.121 
Observers worry the government will turn to the mining sector and seek to strike short-term deals in order to 
finance the voting machines and other parts of the electoral process, opening the door to further possible 
corruption.  

Conclusion  
 
Nearly three months after his death, Congolese authorities finally released Mukendi’s body to his family in 
May 2018.122 On May 23, police used tear gas to disperse the procession of mourners escorting his body to 
the ceremony.123  

In the nearly two years since the end of Kabila’s mandate, the United States and European Union have 
demonstrated some willingness to increase pressure on the Kabila regime and its facilitators, issuing a series 
of sanctions designations against high-ranking Congolese government and security sector officials in 2016 
and 2017.124 In December 2017, the United States sanctioned Israeli billionaire and key Kabila financier Dan 
Gertler, as well as 19 of his companies and one individual acting on his behalf.125 In June 2018, the State 
Department issued visa bans against unnamed senior Congolese officials due to their role in serious 
corruption in the electoral process,126 as well as additional sanctions designations against 14 Gertler-
associated companies.127 
 
While pressures are welcomed, more needs to be done in the way in which sanctions are implemented and 
enforced to change the Congolese government’s calculus. Indeed, the Kabila government is still failing to 
meet key electoral benchmarks, including releasing political prisoners, dropping politically-motivated chargers 
and allowing civil society groups full access to the voter 
registration list for the purposes of a citizen’s audit. Civil 
society and opposition groups continue to report intimidation 
tactics and repression, and the government insists on using 
expensive and potentially vulnerable electronic voting 
technology. At the same time, civil society and observer 
groups continue to raise concerns regarding the opacity of 
public finances more broadly, particularly in relation to the 
extractives sector.128  
 
The red flags cited in this report – from awarding of public 
contracts for the voter registration process to opacity in the 
CENI’s budget and spending to security vulnerabilities – raise questions about potential manipulation of 
technical aspects of the electoral process in furtherance of Kabila’s political agenda and highlight a lack of 
political will to hold credible elections. These red flags also underscore the need for sustained international 
pressure against the Kabila regime ahead of the December election. It will take much more than Kabila 
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stepping down as president to ensure a credible transfer of power in December 2018 and meaningful systemic 
change to the system of kleptocracy perpetuated by the country’s elites. 
 
Kabila and his financial facilitators will only change their current strategy of self-enrichment and manipulation 
under additional pressure where it matters most – the pocketbooks of his inner circle. Otherwise, Kabila has 
little incentive to hold a credible election, or to support increased accountability and transparency in 
government more broadly.  
 
The Congolese establishment’s apparent unwillingness to hold credible elections is mirrored by the failure of 
the United States, European Union, and United Nations to enact additional, targeted financial sanctions that 
could meaningfully impact Kabila’s calculus and help lay the foundation for a transparent, accountable 
government in Congo. International pressure should continue, regardless of Kabila’s recent announcement 
that he will not seek a third term. Rather, sustained financial pressure in support of a credible, peaceful transfer 
of power in December 2018 is needed now more than ever.  

Recommendations 

The current strategy of periodic bouts of increased pressure combined with long periods of inaction is a 
losing one. Although signs indicate that Congo is moving toward an election in December, numerous red 
flags continue to dominate election preparations, indicating continued lack of political will to facilitate a 
credible, transparent political transition of power. Increased financial pressure can and should be applied to 
do more than just encourage elections without Kabila in 2018. It should serve to ensure a credible 
democratic process, a key step in laying the foundation for ending the decades of poor governance and 
corruption that have plagued the Congolese people. The international community should escalate and then 
sustain financial pressure against the Kabila regime, in the form of both network sanctions and anti-money 
laundering actions both to ensure credible elections in December and to transform Congo’s violent 
kleptocratic system. 
 
Specifically, the United States, European Union and U.N. Security Council should: 

 Impose targeted, network sanctions against senior members of Kabila’s inner circle and the 
companies they control, including senior financial advisors, family members and commercial 
facilitators.  

 Combine sanctions with diplomatic incentives, linking sanctions relief to key components of the 
electoral process and increased transparency and accountability in the management of public 
finances more broadly – notably, a full citizens’ audit of the voter registration list, equal access for 
opposition parties to state media during the campaign process, freedom of assembly and 
expression for opposition and civil society groups, an end to violent crackdowns and intimidation 
against protesters and activists, the release of political prisoners and abandoning the use of 
electronic voting technology in favor of paper ballots, and an independent audit of state-owned 
mining company Gécamines’ accounts. 

 Increased enforcement of existing sanctions. 
 
The United States, European Union, African Union., SADC and U.N. Security Council should 

 Devise a coordinated a diplomatic strategy to increase regional and international pressure on 
Kabila to hold a credible democratic transition, and offer him an exit strategy.  

 Coordinate public messaging on the Congolese government’s success or failure to meet electoral 
benchmarks and ensuing consequences.  
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The European Union should:  
 Amend its existing sanctions authority for Congo to add designation criteria targeting corrupt 

individuals, including the misappropriation of state assets, expropriation of private assets for 
personal gain, corruption related to government contracts or the extraction of natural resources, 
bribery and the transfer or the facilitation of the transfer of the proceeds of corruption. 

 
The U.N. Security Council should: 

 Amend existing Congo sanctions listing criteria to add (i) obstructing the democratic process and 
(ii) engaging in illicit financial activity, including corruption. 

 
The African Union and U.N. Security Council should: 

 Pass a strongly worded resolution calling for a credible and transparent democratic transition in 
Congo, in line with the December 31, 2016 Saint-Sylvestre accord. The resolution should also call 
for regional financial intelligence units to ensure that they are taking robust steps to implement the 
FATF guidelines to combat money laundering, including a focus on money laundering using 
corruption proceeds.  

 
The United States should: 

 Undertake special measures pursuant to the USA PATRIOT Act and other authorities against 
financial institutions in Congo that are engaged in laundering the proceeds of corruption.  

 Increase high-level engagement with the Congolese government. 
 Continue public messaging decrying opacity and violent repression in the electoral preparation 

process.  
 Drawing on existing authorities, including Presidential Proclamation 7750, the State Department 

should issue visa bans on corruption grounds against senior members of the Kabila family and 
close associates, including financial associates. 

 
The donor community should: 

 Fund and support civil society groups efforts to observe the electoral process, and increase aid for 
civil society groups supporting the democratic process. 
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