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Libya's Kleptocratic Boom

Arapid ongoing surge in corruption, looting, and organized crime perpetrated
by Libya’s current rulers threatens the survival of the country’s essential
institutions, including the nation’s vital oil sector. Unless bolder international
policies are adopted, a relapse into armed conflict is a distinct possibility.
Policymakers committed to a stable and sustainable Libya should focus on
curbing its kleptocratic boom. They must revise their approach toward the
country and embrace a framework that prioritizes inclusive state building
and ends any appeasement of corrupt leaders.

With foreign exchange reserves,' vast natural resources,? and a population of around seven million,? Libya
has remarkable per capita wealth. Yet, despite government expenditures continuing to rise,* that wealth is
not being sufficiently deployed in service to its population.>® The devastating loss of life and property from
the September 2023 floods in Derna and other northeastern Libyan areas only confirms the current Libyan
leaders’ neglect of significant portions of their nation’s economy and their indifference to crumbling infra-
structure.” In 2022, the United Nations (UN) assessed that 24% of women and 30% of children in Libya re-
quired targeted humanitarian assistance,® and Libya ranks 171 out of 180 on the Transparency International
Global Corruption Perception Index.® The frailty, opacity, and excessive personalization of state institutions
provide Libya’s political entrepreneurs, armed group leaders, and organized crime bosses with numerous
ways to steal or misuse public resources. Lately, the growth in Libya’s kleptocratic sector has accelerated.

This means that Libya is not heading for any new equilibrium or new order. Instead, there is a substantial
risk that its current leaders might end up destroying the country’s most essential institutions, including the
National Qil Corporation (NOC), which is responsible for almost all of the nation’s income. ™

Consequently, while policymakers in Washington and other Western capitals see the absence of large-scale
exchange of fire since June 2020 as a sign of progress, they are underestimating the costs associated with
turning a blind eye to the corruption of Libya’s current leadership—a small yet fractious set of mostly unelect-
ed individuals." Owing to the severity of the Libyan crisis’s most violent phases between 2014 and 2020,
Washington and other Western capitals remain wary of a relapse into armed confrontation.'? '3 Policymakers
have therefore tended to focus their engagement on de-escalation and conflict mediation. In doing so, they
have been tempted to look favorably at efforts by Libya’s incumbent elite to work out informal arrangements
among themselves, the hope being that such tentative deals will result in stability and peace.™

Kleptocracy, however, cannot be the basis upon which a functioning state is built: a corrupt bargain among
Libya’'s incumbent leaders does not constitute sustainable peacebuilding, especially given that no progress
is currently being made in security sector reform or militia disarmament.™ " Although no compelling analogy
exists between Libya’s predicament and that of other troubled nations, lessons from Sudan, Iraq, Afghan-
istan, and Lebanon offer clear warnings of the dangers that Libya faces from its inability to disarm militias,
combat kleptocracy, and provide for its citizens. The ongoing Sudan war, which erupted in April 2023, is part-
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ly attributable to the fact that both main warring factions were allowed to expand their kleptocratic empires
in recent years."” Lebanon’s economy has collapsed, while the leaders and technocrats who bankrupted it
seek to evade responsibility.” In oil-rich Iraq, the informal deals that buttress the nation’s current rulers fail
to produce any positive outcomes: Amid weak governance, durable stability has remained elusive, armed
groups’ supremacy has not receded, and the nation’s socioeconomic standards have continued to erode.™
In Afghanistan, the collapse of the Western-backed government in 2021 was partly attributable to the prev-
alence of corruption during the years leading up to Washington’s decision to withdraw and the subsequent
takeover by the Taliban.? High levels of corruption can significantly increase the likelihood of fresh outbreaks
of conflict, casting doubt on the assumption that dividing the spoils can be a sustainable solution.?!

With regard to Libya, as long as the United States (US), United Kingdom (UK), and likeminded govern-
ments—as well as international organizations such as the UN and regional bodies such as the European
Union (EU)—continue to pursue their current course, the state will remain captured by those who exploit it.22
Transactional bargains between existing power brokers with no popular mandate are so flimsy, opaque, and
devoid of political legitimacy that they can yield neither a genuine reconciliation nor a sufficient improvement
in outcomes for the population. The first reflex of the ruling elite is
to maintain their own positions of power and secure their ability to
Kleptocracy in Libya does not  extract wealth from the public domain. And as Libya’s kleptocratic
merely hurt the population, activities swell, institutions grow weaker. New motives for violent

it also threatens neighboring  clashes—different from those of the 2014-2020 era—develop.

countries and could impact
Europe and the US.

While the contention among rival political authorities is well
known, assessing Libya’s conflict through the lens of kleptocracy
also highlights the need to understand the complexities of Lib-
ya’s banking sector and the growth of the black market. Libyan
kleptocrats—who often enjoy the backing of foreign states—utilize Libya’s commercial banks and formal
state institutions as conduits for recycling their ill-gotten funds domestically or for sending them abroad
without facing meaningful scrutiny. The east-west split that has affected the country’s banking system since
2014 currently facilitates the maintenance of schemes for elite enrichment. Tackling these schemes in an
even-handed fashion is rendered difficult by the lack of publicly available information, a problem often more
pronounced in the country’s east than in the west. The institutional asymmetry that prevails between eastern
and western Libya thus warps many policymakers’ perceptions of the nation’s illegal activities.

Policymakers seeking to avoid the danger of greater instability in Libya or the relapse into armed conflict
should urgently address the country’s kleptocratic boom. Kleptocracy in Libya does not merely hurt the pop-
ulation, it also threatens neighboring countries and could impact Europe and the US. Thus, the priority must
be to tackle the entrenched culture of impunity, an endeavor that should be pursued by bolstering checks
and balances in Libya’s economic governance system and increasing the cost of profiteering from corruption
and crime. 22

LIBYA'S KLEPTOCRATIC BOOM
TheSentry.org



Roots of Present-Day Libya's State Weakness

The roots of kleptocracy in present-day Libya trace back to the governance practices of Colonel Muammar
Qadhafi’'s regime (1969-2011). This legacy is all the more relevant today in that no meaningful institutional
reforms or legislative overhauls have been carried out since the late autocrat’s fall. During its time, the Qa-
dhafi regime redistributed wealth and privileges by concentrating control of state-run assets in the hands
of regime insiders and favorites.? % The regime’s pervasive security apparatus closely managed the distri-
bution of assets and punished those who stepped out of line, but it did so beyond the confines of the law,
tolerating many illegal practices.?” Graft and corruption were rampant, particularly during the regime’s last
decade.” These Qadhafi policies formed the basis for the expansion of the illicit sector into what it is today.

The dominance of the state—and state ownership of resources—remains a defining feature of Libya’s klep-
tocracy. By the late 1970s, Qadhafi had nationalized the country’s major enterprises and thus abolished the
private sector, putting the state in control of all aspects of Libyan life.® The Central Bank of Libya (CBL), for
example, came to own much of Libya’s banking sector rather than simply regulating it.*° The CBL's monopoly
over the banking sector means that the governor of the CBL wields extensive powers in the Libyan economy
to this day. Critically, the country’s safeguards against abuses were set aside, and officials were selected
and empowered based upon their relationships with the regime’s top leaders.

For decades, Qadhafi claimed to have no leadership role in the management of the Libyan economy, but he
in fact went to great lengths to maximize his sway over all state funds, his top priority being supremacy and
survival.*"*2 This style of governance rendered economic institutions structurally weak, especially when it
came to formal checks and balances.

A true private sector has never reemerged in Libya, given that opportunities for success in business were
largely determined by insider connections to the state. At the turn of the century, a self-proclaimed liberal
movement, ostensibly led by Qadhafi’'s son and presumed heir apparent Seif al-Islam, sought to reintroduce
market-based economic reforms and pursue a process of privatization of state-owned enterprises.** How-
ever, the private sector that was cultivated remained dependent on access to the public sector through the
provision of contracts and privileged access, while newly formed vehicles for state investment—such as the
Libyan Investment Authority—remained under the de facto control of the regime.

These trends contributed to weakening the state’s formal institutions and partly explain why formal state
institutions proved unable to fulfill an enforcement role in the post-2011 order. Qadhafi maintained his power
over the system through the establishment of security battalions and other loyal militias, in conjunction with
the formal police, intelligence service, and armed forces.?> % Opponents of the regime faced severe conse-
quences, often on an extrajudicial basis.*” The consolidation of power within the security apparatus—which
primarily focused on coup-proofing the regime rather than protecting the state—allowed Qadhafi to govern
directly, despite having no official role within government or the state’s bureaucracy.®

The security apparatus tolerated the existence of the illegal practices that have come to form the backbone
of the illicit economy that has developed since 2011, albeit on a smaller scale. Qadhafi kept law enforcement
highly selective. The regime tolerated activities such as human smuggling and fuel smuggling, using the for-
mer as a means of applying pressure to European governments and the latter as a means of coopting local
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elites and influencing neighboring states.* % While these activities have expanded dramatically in both size
and sophistication in the post-2011 order, organized criminality existed prior to the overthrow of the regime.

Kleptocrats old and new

The overthrow of the regime and the collapse of its security apparatus in 2011 removed the few existing
checks upon kleptocratic accumulation in both the state sector and the burgeoning illicit sector, establishing
the patterns of competition for control of the state and its assets that are at play today. In 2023, Libya’s main
kleptocrats are a blend of Qadhafi-era actors who rose to prominence before 2011 and new actors—mostly
in the security sector—who acquired significant means of projecting physical power on the ground after the
anti-Qadhafi uprising began in February 2011. Since then, almost no substantive reform efforts have been
carried out: the economy remains almost wholly reliant on hydrocarbon extraction, while the public sector
payroll has continued to expand.*'*2 A formal private sector does exist, but it is highly dependent on the state
for contracts and trade financing: Well-connected entrepreneurs leverage personal contacts within the state
to obtain advantageous commercial opportunities.*

From a legal perspective, the bulk of present-day economic activity is at best gray, as the unelected pow-
erbrokers dominating the country’s security, economic, and political sectors routinely divert—or help their
associates divert—resources from the public while holding on to their positions of privilege and influence. In

A brigade affiliated with the Defense Ministry patrols a street in Tripoli after clashes broke
out between other armed groups in July 2022. Periodic eruptions of violence between security
actors in the Libyan capital are reminders that no proper security sector reform has yet been

implemented. Source: AP Photo/Yousef Murad.
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the immediate aftermath of the revolution in 2011, Libya’s most impactful politicians were still disconnected
from the burgeoning new generation of armed groups, but soon the two categories of players learned the
value of partnering up with one another.* In addition, unarmed figures with access to capital—including
some business magnates and state technocrats—learned how to mobilize money toward influencing exist-
ing armed groups or forming new ones loyal to them.* Against this backdrop, attempts to integrate informal
armed groups into the state’s ministries and agencies repeatedly backfired, as the shrewdest armed group
leaders—or their trusted friends and relatives—captured official positions that offered privileges over state
resources without being subjected to civilian oversight.*

The fractured character of the post-2011 security scene helps explain why illicit activities have grown sig-
nificantly in both breadth and size. Armed groups, working closely with a variety of unarmed actors, have
leveraged their control of territory and used a protection economy model to bolster their involvement in
embezzlement, procurement fraud,*” and smuggling and trafficking in many categories of goods, including
weapons, narcotics, and humans.* 4°

Together, these developments have led to the militarization of Libyan politics, concentrating power among
the elite and armed group leaders—a small set of individuals who now compete or negotiate with one anoth-
er for wealth, power, and authority. Rivalry over markets and resources—combined with other drivers such
as ideology, vengeance, and foreign interference—sparked several episodes of civil conflict between 2014
and 2020.

As disputes remained unresolved, rival governments existed in east and west Libya from 2014 through 2021,
when the Government of National Unity (GNU) was appointed via a UN-backed designation process.*® Given
the mandate to prepare Libya for elections and to reunify divided institutions, the GNU was the first exec-
utive in Tripoli to be accepted by the east since 2014—if only for a few months.>' The collapse of planned
elections—slated for December 2021—led to the re-emergence of division as the House of Representatives
appointed a rival government in February 2022.5 The GNU did not concede and remained in office in Tripoli,
though its authority does not stretch meaningfully beyond parts of northwestern Libya.*® Opposite the GNU,
enjoying a quasi-monopoly over the use of force in most of the rest of the country is the so-called Libyan
Arab Armed Forces (LAAF), the armed coalition led by the eastern-based rebel commander Khalifa Haftar.
Both the House of Representatives and the LAAF refuse to recognize the GNU as a legitimate, nationwide
government.5 %

A false sense of stability prevails as rival factions cohabitate and cut short-lived deals in a bid to maintain
their interests amid the status quo. While the incumbent leaders fail to achieve any proper institutional re-
unification, disarmament, security sector reform, or political reconciliation, they seem to share a common
interest in imposing a system through which their own patterns of self-dealing, looting of state resources,
abuse of power, and other illegal practices can thrive without constraints or mechanisms of accountability.

The contribution of foreign states

Kleptocracy in Libya has both a local and an international dimension. External states have long been direct
participants in the oil-rich country’s ongoing crisis in the security, political, and economic realms.% As the
US, France, and Britain—the main proponents and leaders of the 2011 intervention—became less attentive
and committed to Libya, non-Western nations such as the United Arab Emirates (UAE), Turkey, Egypt, and
Russia became more involved. Since 2011, the UAE, Turkey, and Jordan have routinely violated the UN
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Arms Embargo, while armed groups from neighboring Sudan and Chad have been employed extensively
by Libyan factions.%” % % The role of mercenary groups such as Russia’s Wagner Group and Turkey's
Uluslararasi Savunma Danismanlik insaat Sanayi ve Ticaret A.S. (SADAT) expanded amid Khalifa Haftar’s
offensive on Tripoli from 2019 to 2020.% 5" 52 After being attacked by Haftar's armed coalition, the UAE,
Russia, and others, the then-Tripoli-based Government of National Accord signed a defense memorandum
of understanding with the Turkish government, inviting the permanent presence of Turkish military personnel
and Syrian mercenaries.®* % After June 2020, many of these foreign personnel remained in Libya, despite it
no longer being an active war theater.®®

Prime Minister Abdelhamid Dabaiba of Libya's internationally recognized government poses
with Turkey's President Recep Tayyip Erdogan prior to their meeting in Istanbul in August 2021.
Photo: Turkish Presidency via AP, Pool.

Foreign companies continue to exhibit interest in Libya, most notably in its oil and gas sector.%: 67 68,63, 70
Private companies based abroad compete for contracts issued by the Libyan state in hydrocarbons and
a variety of other fields including electricity generation, construction, and telecommunications.” 72 73 ™ As
part of their respective Libya policy, some foreign states—such as Turkey and the UAE—may be enabling
and facilitating the illegal practices of Libyan kleptocrats,” ® thereby helping them plunder Libya. This has
been the case with Russian, Sudanese, and other actors.”” 78 Similarly, various corrupt schemes and illicit
activities may be flourishing in Libya partly thanks to the de facto complicity of certain foreign governments.
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" Navigating Libya's Persistent Fractures: A Post2011 Timeline

The 2014 civil war brought with it an enduring east-west split, whose effect on national institutions
has been persistent to this day, despite more than three years of relative peace commencing in 2020.

Mar. 2011: One month after the eruption of m

anti-regime uprisings, a US-led coalition of Western
and Arab nations initiates a military intervention
against Qadhafi's forces.

Jul. 2012: Parliamentary elections are held with high
participation rates, but armed groups proliferate.

Aug. 2011: Qadhafi flees Tripoli. The rebels’ Council of
National Transition takes over.

Oct. 2011: Soon after Qadhafi is killed by Libyan May 2014: Armed groups aligned with retired General
rebels in Sirte, Western nations withdraw, but Qatar Khalifa Haftar attack the expired parliament in Tripoli and,
and the UAE remain active in Libya's security affairs. in Benghazi, launch a war against Islamists and other

political opponents.

Jul.-Sep. 2014: Libya is embroiled in intense civil war.
Dec. 2015: Libyan factions sign the Libyan Political @ State institutions, including the Central Bank of Libya

(CBL), split between east and west.

Agreement, forming the Government of National Accord
(GNA) with moderate Fayez al-Sarraj as its head. The
eastern-based House of Representatives refuses to
recognize the GNA.

Dec. 2017: Haftar prevails in the Benghazi war.

Apr. 2019: Haftar’s forces, backed by the UAE, assault
the Libyan capital.

Sep. 2019: Russia’s Wagner Group joins Haftar’s

Tripoli front line. May-Jun. 2020: Wagner’s withdrawal from Tripoli results in

Nov. 2019: The GNA signs two strategic memoranda REWETS CATEE

with Turkey, leading to a large Turkish military
intervention against Haftar's armed coalition in
northwestern Libya.

Oct. 2020: A formal UN-backed ceasefire begins after
fighting ended in June 2020.

Nov. 2020: The UN-backed Libyan Political Dialogue Forum

holds sessions, and elections are planned for December
@ 2021.
Feb. 2021: Abdulhamid Dabaiba is selected as prime

minister via a UN-backed designation process.

Mar. 2021: The House of Representatives grants

Dabaiba its vote of confidence; both incumbent H
governments in Benghazi and Tripoli step down. Mar. 2022: The House of Representatives confirms Fathi

Bashagha as the new prime minister, but he fails to enter
Dec. 2021: The UN-backed electoral process collapses. Tripoli and topple Dabaiba.

Nov. 2022: The Haftar family installs a loyal supporter as

. . . new head of the CBL's eastern branch in Benghazi.
May 2023: The Haftar family and its allies pressure @

Bashagha to step down; Finance Minister Usama
Hammad becomes the new Haftar-aligned prime
minister in eastern Libya.

Oct. 2023: The House of Representatives ratifies the new
electoral law for presidential elections, but the UN calls
for improvements. 7



A Divided Banking System and Ineffective Financial Controls

Illicit activities flourish in Libya partly because of the dysfunctional character of the licit banking sector, which
remains dominated by the state. Indeed, the mechanisms employed by Libya’s main kleptocrats cannot be
understood without looking at how they are connected to the evolving economic and financial structures
of the state and the administrative divisions between east and west Libya that emerged in 2014. Because
of the added opacity in eastern Libya as compared to western Libya, illicit schemes prospering in the east
are often harder to detect. Policymakers’ perceptions of Libyan kleptocracy are often skewed by the lack of
information available. For instance, the Tripoli-based Audit Bureau'’s reports shed light on some of the irreg-
ularities affecting the government and several public institutions in the west, but the Audit Bureau’s eastern
counterpart does not report publicly on the financial practices of major structures, such as Haftar’'s armed
coalition or its Military Investment Authority.°

Libya: Heaven for Money Launderers? f’j

THE SENTRY

The formal banking system’s persistent vulnerabilities explain the size and

necessity of the black market. Large volumes of cash move between the black
market and formal banks, undermining most anti-money laundering measures.
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The Central Bank of Libya

Money laundering in Libya will remain difficult to combat unless the political and institutional split that has
plagued the country’s banking sector is addressed. Sitting at the heart of the Libyan economy, the CBL in
Tripoli—responsible for regulating the nation’s entire banking sector—has become a critical center of politi-
cal power in its own right,®"82 determining who receives state funds.® It has both directly and indirectly con-
ditioned the development of the economies in east and west Libya since 2011, embodying a key intersection
whereby contending interests cohabitate. In several regards, the sharing of the state’s economic privileges
among rival political factions is tacitly adjudicated by the CBL in Tripoli, which has been spearheaded by its
governor Sadiq al-Kabir since his appointment in September 2011.8¢

The Central Bank’s Tripoli headquarters. Photo: The Sentry.

Since 2014, checks and balances on the management of state income and spending have degraded, and
the absence of a legislatively approved budget has helped the CBL in Tripoli develop an unprecedented
degree of discretionary authority while relegating the ministries of Finance, Planning, and the Economy into
quasi-irrelevance.® From 2015 on, a handful of officials at the helm of the CBL in Tripoli have decided which
expenditure items requested by the two rival governments in Tripoli and in the eastern province would be
funded by the state.® The technocratic institution became a politically powerful arbiter between each state
organ and its own funds, making it difficult for government officials to plan economic policy.” Libya operat-
ing without a proper voted budget for several years had turned CBL governor Kabir into the country's most
powerful man, a businessman who worked for the Libyan treasury department in the 1990s under Qadhafi

told The Sentry.®
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In 2014, amid the eruption of Libya’s second civil war, the CBL in Tripoli disconnected its provincial branch in
the east from the rest of the banking network’s national clearing system.® * The punitive move was mainly
designed to prevent further disbursement of public funds to eastern-based actors, such as Khalifa Haftar’s
LAAF.*-%2 The CBL in Tripoli carried on wiring the salaries meant for public sector employees in eastern
Libya, including military officers aligned with Haftar, provided they were hired in 2014 or earlier,® * but the
salary money for eastern-based recipients was funneled into accounts at commercial bank branches locat-
ed in the west, not the east.” % Because of the east-west split introduced in the autumn of 2014, obtaining
physical cash became particularly difficult for the commercial banks in the east.®” %

In response, the CBL's eastern branch established its own processes,” '® creating a parallel ledger system
and a secondary banknote circuit. The resulting discordance with Tripoli has created profound vulnerabilities
in Libya’s banking system and public finances. Between 2014 and 2020, the interim government of Prime
Minister Abdullah al-Thani, based in the east, borrowed approximately 71 billion Libyan dinars (LYD) (then
$52 billion), mainly from the CBL’s eastern branch.'®" 1% To a lesser extent, the Thani government also bor-
rowed from the commercial banks in the east.'® In May 2016, the eastern authorities began importing dinar
banknotes from Russia, again without official authorization from Tripoli.' Over the subsequent four years,
Kremlin-controlled printing company Goznak delivered at least 14 billion LYD (then about $10 billion) in the
form of Russian-minted banknotes to Libya’s eastern factions.'® The real total was likely a few more billion,
according to an eastern Libyan business owner and two banking veterans interviewed by The Sentry.'® The
eastern-based authorities distributed the Russian banknotes in a nontransparent fashion, thus impairing the
ability to track their allocation.'"

Despite rhetorical claims to the contrary, no meaningful reunification of the CBL has yet materialized. In
August 2023, the CBL's Tripoli leadership and its Benghazi counterpart jointly announced their reunification,
with the CBL's eastern chief agreeing to act as the nationwide institution’s deputy governor under Kabir's
continuing governorship.'® Critically, however, the notion of a board of directors tasked with overseeing
the work of the CBL was removed from the CBL's website—a potential violation of Libyan law."® Moreover,
no indication exists that the longstanding issue of irregular public debts accumulated in eastern Libya was
resolved, nor was the issue of two separate treasuries—one for each rival government."® " Until proven
otherwise, the fault lines within the banking sector have yet to be repaired.

Divisions between governments and their rival CBL leaderships have helped undermine budget negotia-
tions. Negotiations between CBL officials from the east and west yielded a tentative agreement on a unified
budget in January 2021."2 But these talks ceased after the March 2021 emergence of the GNU and never
gave rise to a ratified, unified budget law."® Nonetheless, in the spring of 2021, Tripoli integrated many
eastern expenditures into its own finances.* 115 116.17 |n addition to that, the Tripoli CBL sent funds to the
LAAF and eastern authorities, an opaque arrangement that continues today." Yet, following the March 2022
emergence of a new parallel government in Sirte, the eastern factions reactivated the financing mechanisms
developed in 2014-2021 for the purpose of providing a funding source for the LAAF and the House of Rep-
resentatives-appointed government—without oversight and without coordination with Tripoli authorities. ' 120

The sway of the CBL extends into the private sector as well. The CBL has the ability to influence which
actors succeed in the private sector by determining which businesses are able to access trade financing.'
Notably, the CBL is the majority shareholder in the two overseas banks that handle a significant proportion of
Libya’s trade financing: the Arab Banking Corporation (Bank ABC), headquartered in Bahrain, and—via the
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100% CBL-owned Libyan Foreign Bank—the British Arab Commercial Bank, headquartered in the UK.'2 123
Sadiq al-Kabir joined the board of Bank ABC in December 2011,'% becoming the first CBL governor to hold
the position of chair of the Bank ABC Group’s board of directors concurrently. Bank ABC reported that Kabir
received $142,500 in 2022 in remuneration for his engagement with the board.'?

A broken system

While many of the frailties in Libya’s banking sector today arose as a result of the polarized politics of
2014, they are perpetuated because they facilitate the mechanisms employed by Libya’s kleptocrats. The
continued split of the banking system aids an array of illicit practices and black market businesses whose
beneficiaries use their clout and influence to resist a return to normalcy. Those responsible for overseeing
the banking system know that they would be easier to replace if they implemented proper systemic fixes, and
so they are incentivized to merely manage the broken system rather than repair it. One clear illustration of
this tendency is the constant necessity for the CBL to distribute large amounts of physical banknotes across
the country.'® Additionally, some of the banking-related abuses carried out from 2014 to 2020 are likely to
be repeated.

For instance, from 2016 to 2018, eastern Libyan boss-
es used the Russian-printed banknotes to buy large
quantities of dollars on the black market, weakening
the dinar's exchange rate and further eroding the
purchasing power of ordinary households across Lib-
ya.'?’- 12 Today, there is little to stop Haftar’s faction
from importing several more billion in Russian-printed
banknotes,'® and this may even be likely given that,
in late 2022, Haftar’s faction resumed borrowing from
eastern commercial banks without formal authoriza-
tion from Tripoli.’®

The Haftar family has developed its sway over east-
ern-based economic and financial institutions, spark-
ing fears about systemic vulnerability and potential
abuses of state finances. From 2014 to 2020, Haftar’s
military influence helped convince commercial banks
in eastern Libya to assist LAAF-aligned bodies;™" this
included the Commerce and Development Bank, which
was led by Jamal Abdel Malek until May 2022.%2 1%
More recently, the Haftar family and its closest asso-
ciates have gone even further in ensuring the political
A pro-Haftar billboard in Ajdabiya, an eastern city loyalty of key bankers and financiers in eastern Libya.
he controls, reads: “The road is long and many Since 2022, several positions with crucial financial re-
e vl il Plngiies e SEnin sponsibilities have been given to individuals with close
links to the Haftar family."3+ 135 136 137, 138
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The rise of the black market

Subject to no formal governance or state control, Libya’s black market has matured into a pervasive, liquid
platform through which participants can convert large quantities of Libyan dinars into dollars. In this way,
substantial quantities of physical currency can change hands safely and without leaving a paper trail. Fur-
thermore, the black market in Libya is linked to its counterparts in other countries, such as the UAE, Turkey,
Syria, and Lebanon. ™

The array of mechanisms that enable diversion and personal enrichment developed in conjunction with
the enlargement of the black market over the last decade. Between 2013 and 2016, in particular, long oil
blockades in the east significantly reduced Libya’s dollar revenues from oil and gas, spurring a major crisis
of confidence in the formal banking system.™® The entire banking system was affected, and the dinar’s dol-
lar value fell on the black market, while the official rate of exchange was left unchanged.™! This margin of
difference, which lasted until late 2018, enabled massive profits, particularly via letters of credit (LCs)."*
An adjustment of the official exchange rate in 2020 significantly reduced these opportunities.'* Yet LCs have
carried on offering vital utility to Libyan factions as the only artery of access to foreign currency within the
formal banking sector.

As black market operators, tycoons, and armed group leaders worked together to profit from the situation,
the population at large suffered.™® The persistent, chronic shortage in banknotes made it difficult for Libyans

F

In Souqg al-Moushir, Tripoli, informal operators trade dollars for dinars, influencing the black

market conversion rate across Libya. Photo: The Sentry.
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to withdraw cash from their accounts, establishing the black market as vital to households and businesses
for their everyday activities.'® At the height of the liquidity crisis, from 2016 to 2019, households and mer-
chants alike were so desperate to extract physical banknotes from their accounts that they wound up doing
so on the black market, even though it required them to forgo a chunk of their bank check’s value.*” Only
operators linked to armed groups could render this service, given the importance of physical logistics and
armed might for anyone involved in accessing and distributing banknotes. ' 14

As a result of these dynamics, distinguishing between the licit

Since 2014, the Central Bank  andiillicit sectors in Libya has become almost impossible. Cash

of Libya’s eastern branch has  moves constantly between the formal sector of the economy

been cut off from the main  and the black market, making it easy for illicit actors to launder

clearing system in Tripoli. Full their Fjirty money by recycling it into geemingly Iegitimate com-

re-integration, which is needed 31erma|1t5>0ank accounts and th,en sendmg it abrogd in the form of

. ollars.™ A study by the UN’s Interregional Crime and Justice

to make the banking sector less Research Institute found that corruption and money laundering

vulnerable, has yet to happen.  are cross-cutting issues that connect criminality in Libya with
cross-border, international illicit financial flows. ™'

More broadly, the continued vulnerability of Libya’s banking system renders its licit economy vitally reliant
upon the black market for basic movements of capital between the eastern and western parts of the country.
As the CBL's eastern branch remains cut off from the Tripoli payment clearing system, the nation’s entire
banking network remains dependent on ad hoc cash transfers coordinated by the CBL's headquarters.'?
Only a unified, digitized clearing system can close these loopholes. The UN has sought to utilize an interna-
tionally conducted financial review of the CBL as a means of supporting its reunification, but to no avail.'
Unless and until progress is made on that front, Libya’s black market will continue to play an indispensable
role in the nation’s licit economy, rendering efforts to combat money laundering difficult.'>*
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Many Ways to Profit: A Cross-Section

The sum total of kleptocratic activities—in western and eastern Libya alike—has seen a marked acceleration
over the last two years. Along with its dollar size, the illicit sector’s sophistication, diversity, and institutional
entrenchment have been growing. A range of illegal business models thrive, with some of the most active
individuals exploiting several sectors at once. These trends have manifested in a security environment in
which armed violence on Libyan soil has been subdued as a result of the entrenched presence of Russian
mercenaries and Turkish forces establishing a balance of power in the aftermath of the 2019-2020 battle
for Tripoli." Since the GNU was formed in 2021 and plans for elections intended for the same year have
receded from view, international diplomacy has been fading.™®

Few of the most relevant Libyan kleptocrats’ networks operate in an exclusively criminal or predatory man-
ner. They often grow their illegal endeavors while also fulfilling socially constructive functions, such as day-
to-day security and counterterrorism.'’ This duplicity makes it difficult for external entities to denounce some
of the most prominent Libyan decision-makers whose cooperation is needed by the US and other nations.

As aresult, a stubborn culture of impunity protects Libyan kleptocrats and their activities. This has developed
to the extent that there now is no realistic prospect that those who divert public funds for personal gain will
face criminal prosecution in Libya. Subject to almost no checks, Libya’s biggest kleptocrats operate above
the law. While arrests of secondary or tertiary actors are sometimes conducted on the basis of corruption
charges, even these noncrucial suspects are often released once media attention moves on.™8 ' The now
familiar cycle is a reminder of the weakness of present-day Libya’s court system.

White-collar schemes

While much focus has been trained on the activities of armed groups, their less violent partners in the politi-
cal and business fields have garnered less attention, yet the damage they have wrought is vast. Abuse within
the state’s structures, in the east and west alike, has contributed to the severe deterioration of the country’s
infrastructure,®® 6'. 162 including the Derna dams;" ® the collapse of public services; and a situation in
which Libyans must pay more for less. White-collar criminality is dependent upon control of elements of the
state or access to officials with the power to make decisions on behalf of state institutions. Itincludes a range
of schemes, from contract fraud to embezzlement and illegal transfer of public goods into private ownership.

Privileged access to state-backed finance

The fortunes of private sector actors in Libya have greatly depended on access to the state’s coffers. Since
2011, the principal routes for this access have come through trade financing and contract fraud. Profiteering
from trade financing is less significant today, but connections to the CBL are still important for sustaining
any business reliant on imports and for creating liquidity in the black market. Businesses seeking to import
goods from overseas need access to LCs in order to secure trade financing, and these must be authorized
by the CBL."® "6 Between 2016 and 2018, in particular, the significant difference between the official rate
of exchange offered by the CBL and the rate available on the black market allowed those with privileged
access to LCs to capture massive profits by selling goods at higher prices, illegally offshoring hard currency,

or selling their foreign currency to others.'®’
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Through profits made on trade financing mechanisms, armed group leaders, politicians, civil servants, and
well-connected businessmen became considerably richer.'® Armed groups were quick to gain expertise
from their partners in the black market. By 2018, most had acquired the knowledge to set up their own front
companies and financial channels to launder money overseas.' Profits captured via privileged access to
trade financing facilitated the rapid rise of several business figures. For instance, some observers suspect
that one such individual is Mohamed Taher Issa, who went from being a medium-sized food merchant before
2011 to amassing a significant business empire and fortune.'”® Taher Issa’s newly launched airline company,
Medsky Airways,'" 172 has recently been seeking to expand its fleet of aircraft—another suggestion of privi-
leged access to the CBL's LC program.'”

The Role of LCs in Libya

Because the Libyan dinar is not a freely tradable currency, the CBL fulfills
a crucial function when it comes to converting the dinar into US dollars
and other hard currencies by providing a documentary LC program to
commercial banks. The LC program is meant to let public institutions,
private companies, and other bank customers convert dinars into dollars at
the official exchange rate, which is fixed and published by the CBL.

Applicant companies must be registered to receive LCs from the CBL.
Regulations require that companies deposit 100% of the value of the LC
in Libyan dinars with the commercial bank through which they applied,
although this seldom happens, according to insiders.'”* Once the relevant
documentation is approved by the commercial bank, the application is
assessed by a CBL committee through an electronic system. The governor
himself eventually authorizes the list of LCs to be granted. The subsequent
issuance of the LCs can take anywhere from a few weeks to several months,
often depending upon the personal connections of the company in question.'”

Correspondent banks are responsible for due diligence on the LCs, both
of the transaction and of the partner bank. But given that so many LCs
are processed by CBL-owned banks,'” due diligence on the partner bank
often equates to due diligence on the CBL and its subsidiaries.'”” Moreover,
the CBL is also in charge of anti-money laundering checks in Libya on all
completed transactions.'”® Thus, in many cases, the CBL is present directly
or indirectly at all stages of the transaction, from the applicant bank to
domestic authorization, overseas execution, and subsequent scrutiny.

In the context of the post-2011 Libyan crisis, access to LCs became
strategically vital for any political or armed faction committed to prevailing
over its rivals. Because payments in dinars are not accepted outside the
country, Libyan-based actors deprived of access to LCs would be isolated
from foreign banks, unable to purchase vehicles, supplies, or other goods
abroad. And given the small size of the markets inside Libya, their dinars
would be of limited utility.
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However, LCs are also subject to misuse and abuse, including for money
laundering purposes. For those who hold large quantities of ill-gotten dinars
and have access to LCs, they can be employed as a convenient means of
sending that wealth abroad, as Libya's cash-based economy makes it
difficult to distinguish between licit and illicit funds. Moreover, when the
black market exchange rate significantly differs from the official rate, large
profits can be captured using fraudulent LCs and the complicity of willful or
militarily coerced bank managers. In such instances, actors do not import
the stated goods but instead present false bills of lading in order to have
the CBL transfer the LC dollar amounts abroad. The foreign-based recipient
of the dollars is an entity either working with or controlled by the Libyan
purchaser, and the dollars thus generated are then pocketed as pure profit
or sold on to black market traders at a higher rate. The black market traders
subsequently sell the hard currency to Libyan actors, including merchants
and households, who need to move money internationally but cannot access
the CBL's formal foreign exchange program. This type of illegal arbitrage
was particularly lucrative from 2015 through 2018.

The illicit scheme associated with LCs reached its height in November 2017, when the exchange rate on the
black market exceeded 9 LYD to the dollar, while the official exchange rate was about 1.4 LYD to the dollar."
And while the spread between the black market and the official rate of exchange has since been significantly
reduced,® the ability to obtain foreign currency still provides a key advantage for any participant in the busi-
ness sector. Given the limited checks on the paperwork to determine whether LCs are used for their intended
purposes, as well as the many ways of obfuscating the paper trail, part of the liquidity created by the LCs
finds its way onto the black market.” In turn, that liquidity is often sold on for a range of purposes, some
useful—such as to small, innocuous merchants unable to obtain LCs for their legitimate trade—and some
more nefarious—such as to actors responsible for offshoring ill-gotten profits or procuring illicit goods.™®? A
Global Witness assessment of the Libyan LCs published in 2021 concluded that the discrepancy between
the flow of public money on LCs and historic patterns of imports was most plausibly explained by “ongoing
abuse” of the LC system “at significant cost to Libyan public funds,” though the CBL and Bank ABC strongly
disputed these claims. 83 18

Another of the main ways that Libya’s kleptocrats steal from the state is by obtaining sweetheart deals. This
form of abuse happens at almost all levels. On the lower end of the spectrum, armed group leaders have
secured contracts for non-security enterprises that they own or control. In just one example among many,
the leader of an armed group in control of a prison in Tripoli successfully joined the prison’s procurement
committee, along with a relative of the then-minister of justice. A contract that the committee then authorized
exhibited blatant price gouging, charging two to three times the market price for basic food commodities and
24 times the market price for a cylinder of gas.™ In some more extreme cases, contracts are honored by
the state, which pays the full amount to the provider, but not honored by the provider, who delivers nothing
in return.’® Through such forms of abuse, Libya’s kleptocrats pocket millions every month.

Large-scale contracting processes have also come under scrutiny, particularly in the electricity sector. The
state electricity company, the General Electricity Company of Libya (GECOL), an institution known for its
dysfunctional inner workings, has been at the center of these dynamics.™’ In its 2021 report, the Audit Bu-
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reau criticized GECOL for discrepancies over its accounting, delays in executing agreements, and an inabil-
ity to locate items that had been procured.' In 2021, the incoming GNU of Abdelhamid al-Dabaiba granted
major contracts to electricity companies as part of its effort to allay a power generation crisis.'® Among them,
a contract for the development of a power station granted to Aksa Power Generation, a Turkish contractor,
was criticized because the company specialized in generators rather than power stations. Moreover, Libyan
commentators claimed that Ibrahim Dabaiba—the prime minister’s cousin and head of the prime minister’s
office—acted as the Libyan representative for Aksa Power Generation.'® 9. 192 That same year, Ibrahim
Dabaiba imposed himself as a de facto overseer of almost all GECOL's new contracts, despite not being
officially part of its senior management.'® * In 2022, Prime Minister Dabaiba installed as GECOL’s general
manager Abdelhamid Ali al-Manfukh, the father of a mid-level figure closely linked to armed leader Moham-
med Bahrun of the western city of Zawiyah."®® 1% Adding personal links to armed groups and politicians alike
cannot be conducive to greater transparency in technocratic institutions such as Libya’s problem-ridden
electricity provider.

The control of state contracts remains a significant source of power in Libya. Since the mid-2010s, the
Dabaiba family’s business record has been subject to significant scrutiny, including the issuing of unresolved
legal proceedings in Scotland at the request of the Libyan state.' The prime minister’s uncle, Ali Dabaiba—
Ibrahim’s father—is the scion of the Organization for the Development of Administrative Centers (ODAC).'
Following its formation in 1989 under Qadhafi, ODAC was at the forefront of contracting for construction in
Libya, a program that enjoyed a major surge in the 2000s." While Ali Dabaiba technically left his role at
ODAC after 2011, his influence is seen to endure. He has been described as having a “spiritual” relationship
with the organization and is considered its greatest influencer.2?’ Despite their status as civil servants, the
Dabaiba family became oligarchs and acquired assets around the world.?" Many Libyans suspect that these
resources have been pivotal in helping secure Abdelhamid’s accession to the prime ministership in 2021
amid allegations of bribery within the body that appointed Dabaiba’s government.2%

Institution creation and the diversion of funds

One of the most effective approaches adopted by Libya’s kleptocrats has been to create new entities that
are administratively independent from state institutions. Once established, these entities obtain their own
trade financing and issue their own contracts, offering further means of capturing funds in exchange for
subpar performance. Armed group leaders have been particularly active in this field in recent years. A former
government official noted that the Ministry of Interior has struggled to curtail the activities of armed groups
operating under its aegis as a result of those groups’ establishment of independent—and largely autono-
mous—state entities.?

Libyan state assets abroad have proven most vulnerable to plundering. The competition among networks of
kleptocrats for control of the estimated $68.4 billion in assets of the Libyan Investment Authority (LIA) offers
a perfect example of these trends in action.?* To this day, the LIA is unable to publicly produce consolidat-
ed accounts for the subsidiaries and holding companies that it owns and, at least theoretically, controls.2®®
This means that the LIA's overall portfolio and its true value remain unknown. Libyan officials possessing a
high level of expertise on the LIA's portfolios have quietly endeavored to take over chunks of the sovereign
wealth fund’s assets,?® despite the continuing existence of a UN asset freeze instituted in 2011.2 The asset
freeze could have been an effective means of protecting Libyan state assets, but it has been inconsistently

enforced and even ignored in some jurisdictions.?®
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Beyond this, a wide array of state-owned enterprises known for being cash-rich have come under significant
pressure. In both the country’s west and east, the Libyan Post Telecommunications and Information Technol-
ogy Company (LPTIC) has been a target for the diversion of funds by armed actors.2% 10

Blue-collar schemes

The informal component of Libya’s economy has expanded markedly since 2011.2'" A subset of that growth
has unfolded in the criminal realm as actors on the ground who previously held limited social and economic
standing have translated their territorial control into wealth and power. The rise of these blue-collar actors
has been a salient feature of the last decade and is still transforming Libya’s politics. Compared to the
white-collar schemes, the blue-collar schemes of these new entrants are less reliant upon the financial re-

sources of the state. For instance, arms trafficking continues to be a thriving activity in present-day Libya.?>
213,214, 215, 216, 217, 218, 219

Diesel and gasoline

With the official domestic price of gasoline maintained at the equivalent of $.03 per liter—one of the cheap-
est prices in the world—Libya’s fuel subsidy program is subject to widespread abuse.? It causes Libya’s
National Oil Corporation (NOC) to import immense quantities of refined products from abroad, in addition to
the fuel it refines domestically.?" 22222 |n 2021, Libya’s sub-
sidy costs for gasoline, diesel, and other refined petroleum
products amounted to about $7 billion.?* In 2022, those fuel
subsidy costs exceeded $12 billion.??

The volumes of fuel procured and distributed by the NOC
far exceed the legitimate consumption within Libya.?® The
gap is attributable to fuel smuggling, which sees a large
proportion of both the imported fuel and the domestically
produced fuel transferred illegally to neighboring countries.?”’
Several informal networks illegally divert billions of dollars’
worth of the fuel imports using a variety of techniques. Fuel
flows in from Italy, as well as other countries such as Greece,
Turkey, and Azerbaijan,?® through five principal points of
entry: Zawiyah, Tripoli, Misrata, Benghazi, and Marsa al-
Hariga, near Egypt.?”® From there, a substantial chunk of the
imported fuel is illegally rerouted into the parallel market to be
sold at a much higher price than the official subsidized price
of .15 LYD ($.03) per liter.?% 23232 \While some of the diverted
fuel is sold for profit inside Libya, the rest is re-exported
illegally.?3 Destination countries include Sudan,?* Chad,?*
Niger,*® Tunisia,?” Albania,?*® and Turkey.?* Depending on
the geography and the circumstances, refined petroleum
Fuel from Zawiyah is sold on the road to diverted from Libya’s fuel subsidy program is taken to these
Zuwara. Photo: The Sentry. foreign markets using vessels,*® %' tanker trucks,?** or
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The arms trafficking market in Libya has maintained its steady flow, yet it is overshadowed by
the fast-escalating fuel smuggling sector, which has seen significant growth over the last two
years. This expansion has been particularly pronounced in eastern Libya, where the rate of

growth outstrips the already well-entrenched networks in western Libya.
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The overall financial cost of Libya’s fuel trafficking industry allegedly hovered around $750 million per year
for several years.?* But a key change occurred in autumn 2021: the NOC began using fuel-for-crude swap—
or barter—transactions, which have enabled it to import fuel without requiring any dollar funding from the
CBL.#%2% Thus, in 2022, the quantity of imported refined products increased by about 19% as compared to
2021.2¥ The overwhelming maijority of this spike was likely attributable to illicit trade, meaning that the fuel
trafficking industry’s dollar size has surged.*® It is also a significant source of concern that, since the No-
vember 2021 change, the fuel subsidy has been removed from the budget in CBL disclosures.?** % Placing
the entirety of the abnormally large subsidy program outside of the budget conceals a significant amount of
state spending.

In 2022, Libya’s fuel subsidy Although western Libya has retained its prominent role in the country’s

costs exceeded $12 billion— fuel-smuggling sector,®' indications are that the bulk of the ongoing

re : boom is concentrated in the eastern province. In September 2022, a

$5 billion more than the prior revealing incident saw Albanian authorities stop a vessel sailing from

year. The leap was mostly  Benghazi carrying approximately $2.2 million in marine gasoil 252 223 25

attributable to smuggling.  The name of the ship in question had been featured in a letter warning of

increased fuel-smuggling activity in the port of Benghazi that had been

leaked by an anonymous NOC official four months before the Albania

seizure.® Another document, as well as indications from a senior Libyan official, suggest that Benghazi

has indeed become the locus of more abnormal fuel movement compared to prior years.?® 27 Amid this

worrisome trend, the US government has expressed concern that the Wagner Group could tap into Libya’s

hydrocarbon sector, given the group’s links to the Haftar family, which controls eastern Libya, including

the ports of Benghazi and Marsa al-Hariga.?% 2% %0 A senior NOC official told The Sentry that he harbored

similar concerns about Russian and other non-Libyan units potentially benefiting materially by capturing and
diverting Libyan-funded fuel.?'

The diversion of subsidized fuel should not deflect attention from several other forms of abuse likely plaguing
the NOC, including rogue crude oil exports. It is likely that several billion dollars are stolen from the Libyan
public every year via unreported exports of crude oil, as indicated by a knowledgeable source and a non-
public watchdog report.62 % Several Libyans with expertise in the matter suspect that the phenomenon of
missing oil export income might be growing in east and west Libyan oil terminals alike. 4 265266

These shifts in the oil sector may result from the prevalence of opaque bargains between Libyan factions
in conjunction with the interference of some foreign states. In 2022, the UAE brokered a deal between the
Haftar and Dabaiba families to agree to a leadership change at the NOC.2" 268 However, since the new
chairman took the helm, some Libyan outlets have alleged that Saddam Haftar siphoned large sums from
the treasuries of NOC subsidiaries.?® There are also lingering questions as to the precise allocation of 34.3
billion LYD (about $6.8 billion) in extraordinary funding received by the NOC from the CBL in 2022.270.271.272
If these concerns were to be corroborated, they would highlight how intra-elite arrangements pose an exis-
tential threat to Libya’s most vital economic institution.

Scrap metal
lllicit scrap metal exports have burgeoned into a major concern for Libya, as various armed groups exploit

their power, security provider status, and ostensible affiliation with the state to profit from the ransacking of
public infrastructure. These activities result in significant damage to still-functioning installations such as the
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Great Man-Made River,?® telecom cables, and several agricultural projects.?* 2> Once collected, the raw
materials are shipped abroad. An eyewitness from Kufrah told The Sentry about the theft of metal compo-
nents from public infrastructure in southeastern Libya. He indicated that the Military Investment Authority
had declared the equipment old and broken down before Brigade 106, a large armed unit linked to Haftar,
transported the metal to Benghazi Port for export.2”® The same practice has been ongoing in western Libya,
as well.?7 Scrap metal stolen from public infrastructure is shipped to buyers—often based in Turkey—mainly
via the ports of Misrata and Khums, 278279, 280, 281, 282

Gold

Although Libya has historically produced virtually no gold, its black market has long acted as an informal
gold-trading platform, while local artisanal gold mines have slowly begun to emerge in the south of the
country.?8 Particularly since 2014, Libya has been used
as a transit area toward places such as the UAE and, to a
lesser extent, Turkey.?* % Entities active in sub-Saharan
Africa, including the Sahel, sometimes use Libya’s trans-
port infrastructure—including its international airports—as
they export gold to destinations outside the continent.?®
The utility of using Libya’s black market as an intermedi-
ary stop resides in the country’s state weakness, which
makes it possible to maintain opacity, evade the payment
of formal taxes, and elude any level of accountability. Two
crucial points of transit are used to export gold on an illic-
it basis: the port and airports of the Misrata-Zliten-Khums
area and those of Benghazi.28" 288 269.2%. 21 The gold origi-
nates mainly from Chad, Niger, Burkina Faso, and Mali.?*>
23 |n addition, gold mining has been slowly developing in
Illicit gold, often in the form of nuggets or Libya itself, both in the southwest and the southeast.?* 2%
g?]re vars, moves through Libyaevery year. In ongoing efforts to kick-start the clandestine extraction of
oto: The Sentry. X . . .
gold on Libyan soil, the involvement of non-Libyan actors
is suspected.?*

Human smuggling and trafficking

As a key embarkation point for migrants and refugees attempting to reach Italy, Malta, and Europe at large,
Libya sees thousands of people transiting through monthly. To derive various benefits from these human
flows, armed groups have developed an array of operations, including detention centers, anti-migrant pa-
trols, and ransoming rackets, often using their nominal affiliation with government bodies and with the tacit
support of senior state officials. As a result, almost all of Libya’s politically relevant factions participate in
human smuggling and trafficking, at least indirectly.

The main motivations driving actors in the “migrant-flow management” sector are not always strictly pe-
cuniary in nature; incentives include the opportunity to act on behalf of the state, given that Libya’s formal
ministries and agencies almost always outsource the running of detention centers and anti-migrant patrols to
armed groups.”” Armed group leaders are also aware that any role in the “migrant-flow management” sector
leads to greater acquiescence, solicitude, and recognition from European capitals. Because Italy has often
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For the largest illicit actors—who often enjoy links to formal state institutions—the national
territory of Libya is neither fragmented nor closed off. Principal trafficking routes across the
country differ by goods, yet some key nodes are consistent across most trade categories. The
gold trade and scrap metal trade — two distinct businesses — are examples of illicit activities
predicated on players’ ability to traverse territories and borders.
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been the top EU destination for irregular arrivals,?® Rome has been the most proactive, supporting many
informal arrangements meant to reduce the outflow of irregular migrants from Libya.?® As Italy pursues such
anti-migration policies, other European states and the EU itself are generally supportive while rhetorically
deploring the abuses that said policies cause on Libyan soil, including in official detention centers, 0 301,302,303

In crucial geographical locations, armed groups connected to formal state agencies and ministries oversee
processes that cause irregular migrants, refugees, and asylum-seekers to be mistreated, tortured for ran-
som, or exploited as part of sex and labor trafficking practices. The detention center in Kufrah, run by the
Haftar-aligned armed group Subul al-Salam, is infamous for human rights abuses.** Similarly, in Tripoli,
the armed group led by Abdelghani al-Kikli, aligned with Dabaiba,*® has under its purview the Abu Slim
Detention Center, where abuses are committed against migrants.®: %7 Furthermore, beyond the greater
Tripoli area, the Zawiya-based component of the Stabilization Support Apparatus, an armed group coalition
dominating parts of northwestern Libya, reportedly “intercepts refugees and migrants at sea and takes them
to detention centres” where they are regularly beaten and subjected to forced labor and sexual violence.3®
Neither Dabaiba nor Haftar can easily distance themselves from these armed groups, as doing so would
deprive them of strategic support in crucial territories, and so both the GNU and the LAAF refrain from car-
rying out genuine attempts at dismantling human smuggling networks in their respective backyards. There
are also actors aligned with neither major power center—in places like the central city of Bani Walid—who
specialize in extracting cash from migrants via systematic torture.3®

Aside from a few transitory disruptions, the number of irregular migrants reaching EU nations from Libyan
shores by boat remained within a relatively low range from the summer of 2017 until an increase was ob-
served in 2021.3° Since 2021, irregular arrival volumes recorded in southern ltaly have been in an upward
trend. During the first 11 months of 2022, about 48,400 irregular migrants arrived in Italy from Libya, most of
them departing from western Libya.>" Yet, the 64% increase from a nationwide total of 29,500 for the same
period in 2021 stemmed almost entirely from eastern Libya, according to the Italian Ministry of the Interior.®'2
The explosion in arrivals from eastern Libya’s shores helps explain the fact that in 2022, more than 20,000
mainly Egyptian nationals made it by sea to Italy, up from 1,264 in 2020.%'3 31435 Other nationalities of mi-
grants arriving in Italy from eastern cities such as Benghazi and Tobruk include Syrians, Bangladeshis, and
Pakistanis who fly to Benghazi from Damascus via Cham Wings.36:3"

Against this backdrop, the first months of 2023 showed a marked acceleration in migration via Libya.**®
January through May of 2023 saw 22,662 irregular arrivals into ltaly, up from 8,923 during the same period
in 2022. More than half of these arrivals from Libya emanated from the country’s eastern region.*'® Several
analysts have noted that such a surge in departures from eastern Libya would not be possible without the
deliberate knowledge and complicity of the Haftar family.*% 3! For instance, the Libyan actors behind the
June 14, 2023, tragedy, which saw hundreds of migrants die off Pylos, Greece, seem directly linked to
Saddam Haftar.3?> Meanwhile, the migrant departures out of western Libya have continued,*” despite a brief
drone strike campaign ordered by Dabaiba against suspected human smuggling assets to the west of Tripoli
in late May and early June 2023.3#

Fearing that migration levels might surge toward the heights reached from 2013 to 2017, European author-
ities and member states—spearheaded by Italy—are seeking new arrangements with Libya’s leaders that
can help limit the numbers of irregular arrivals.*® In its 2017 efforts to reduce the human outflow from Libya,
largely ignoring the human suffering that such measures would cause on Libyan soil, Italy brought about
arrangements in northwestern Libya that saw armed groups receive vessels from the EU, as well as public
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servant salaries and formal recognition from the Tripoli government.3%: 327. 328 Recently, Rome has been
pursuing a similar policy with regard to armed groups in northeastern Libya. In June 2023, Italian Minister of
the Interior Matteo Piantedosi declared his country’s readiness to support economic development projects in
northeastern Libya at Khalifa Haftar's request in exchange for a reduction in departures.*? Cognizant of such
opportunities for financial rewards, armed leaders in Libya are incentivized to allow an increase in irregular
arrivals in order to bolster their political leverage and, later, extract greater concessions from Europe. These
dynamics result in greater indulgence toward kleptocracy in Libya on the part of the EU amid its effort to keep
irregular migration down.*°

Narcotics

The narcotics business in Libya is dominated by the fast-growing trade in three products: cannabis, a syn-
thetic amphetamine called captagon, and cocaine.®*' While the cocaine usually originates from Latin Ameri-
ca, most of the cannabis comes from Morocco and most of the captagon from regime-held Syria. 332 333 334 3%
Some Libyan state officials abuse public mandates and public resources to participate in or assist the illicit
drug trade.>®

In 2020, partly because the UAE encouraged such proximity, the Haftar family and the Assad regime forged
a political, military, logistical, and economic rapport.*”- 3% That partnership has facilitated the flow of capta-
gon from Syria into eastern Libya, among other illicit schemes.* 3% The overall size of Syria’s regime-spon-
sored captagon industry—overseen by President Bashar al-Assad’s brother Maher—is currently estimated
to be about $10 billion per year.3"34 A percentage of that output is moved into eastern Libya, often before
traveling on to the rest of Libya and neighboring countries such as Algeria, Sudan, and Niger.343 344 345 346
Some of the captagon shipped from Syria to eastern Libya ends up in Europe.®” Another portion is absorbed
by Libyan society, as consumption by locals has been growing.3#

Captagon trafficking in Libya will likely continue to expand, given the growing acceptance of the Assad re-
gime within the Arab world, a trend that benefits from active international lobbying by the UAE and Egypt.**
30,35 In contrast, the US has made some legislative efforts to combat the Assad regime’s captagon trade,
but those efforts have yet to result in measures capable of affecting the Libyan actors benefiting from the
trade.*2 Not all the synthetic drugs circulating in Libya stem from Assad-held Syria, however. India is another
point of origin,** and anecdotal evidence suggests that manufacturing devices might already be in use on
Libyan soil 3% 3%

Another growing trade in Libya is that of cannabis, as exemplified by recent instances of intercepted can-
nabis shipments.*% 35" Control over cannabis routes has been a recurring source of tension across Libya,
including in municipalities near the western coast, such as al-Ajeelat, a town that already served as a can-
nabis hub during the Qadhafi years.?% %°3% Some of the cannabis originating from Morocco enters Libya
through Algeria and the Ghat area, near the border.*' 32 Other flows of cannabis stemming from Morocco
travel through Mauritania, Mali, and Niger, making it to Libya via areas such as the Salvador Pass on Libya’'s
southwestern borders. 3% 36

Beyond cannabis, captagon, and cocaine, other types of drugs circulating in Libya include tramadol, pregab-
alin, and clonazepam. 6 36.367.388 Some recent incidents reveal a flow of narcotics from EU nations into both
western and eastern Libya.** 3 This suggests that the North African country has become a full-blown hub

for transcontinental drug traffickers.
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Human smuggling figures have been growing nationwide, with the eastern province even
witnessing the introduction of new operational models, thanks to partnerships with entities
such as Syrian airline Cham Wings. Meanwhile, the narcotics sector is broadening: alongside
traditional substances like captagon and cannabis, more novel inflows like cocaine and
pregabalin cement Libya's status as a global narcotics hub.
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Turning the Tables on the Kleptocrats

While international players have been vocal in their public criticism of the corruption and criminality of Libya’s
ruling elite,”" their actions have done little to ameliorate the growing trends of kleptocratic accumulation.
The incumbent leaders’ stranglehold on the state provides clear evidence that Libya is deteriorating rapidly
and heightens the likelihood that the troubled nation will remain a volatile security environment and poten-
tial source of broader instability. A more effective international policy should result in greater resistance to
kleptocrats and should not assume that political deals based on guarantees provided to Libya’s self-serving
elites will bring stability, credible elections, or the prospect of accountable governance. In short, foreign
states committed to promoting a more stable Libya should use their policy levers to support inclusive Libyan
state building rather than continuing with attempts at elite-level peacebuilding. Any international challenge to
the main kleptocrats comes with some risks of renewed armed conflict, as those leaders are committed to
protecting their existing interests and privileges. But given the current acceleration of theft and institutional
damage, the alternative is still more dangerous to Libya’s prospects. It is also more difficult to reverse.

There are opportunities within existing policy frameworks to make such shifts, such as the US’s 2022 com-
mitment to prioritizing Libya as a key country within the scope of the Global Fragility Act,*% 3 which provides
a means of developing interagency alignment over how peace and stability may be sought. This can only be
achieved if the US tangibly demonstrates that its traditional focus on counterterrorism no longer overrides all
other criteria, such as the fight against corruption. Opportunities such as this will also require the broader en-
gagement of Western state agencies tasked with overseeing illicit finance policy, such as the US Department
of the Treasury’s Office of Foreign Assets Control (OFAC) and the Financial Crimes Enforcement Network
(FInCEN), as well as the UK Foreign, Commonwealth and Development Office, the UK Treasury’s Office
of Financial Sanctions Implementation, and the European Commission’s Directorate-General for Financial
Stability, Financial Services and Capital Markets Union.

The private sector, all too often neglected in discussions of corruption and criminality in Libya, also has a
role to play in increasing the costs for kleptocrats, as their proceeds and enablers in many cases reside on
foreign shores. Greater focus on the banking sector, in particular, is required.

International engagement should focus on increasing the deteriorating checks and balances in the Libyan
state system, thereby increasing the cost of profiteering from corruption and crime. Systemic change is re-
quired in Libya, and four key policy objectives should be at the heart of such change.

1. Lift the veil of complicity, both domestic and international.

Political leaders and state officials engage in horse-trading with their rivals, dividing public offices and access
to budgets in return for claimed commitments to upholding “stability.”*™ Many armed groups do provide the
day-to-day security that the Libyan public needs, yet they simultaneously engage in corrupt and criminal
activities, as well as human rights abuses against any Libyans who oppose those activities. Together, these
kleptocrats have consolidated their control over the state’s resources and risen to dominate Libya’s thriving
illicit markets. Increasingly, the distinction between armed groups and political leaders is harder to draw.
This is illustrated by the fact that both ministers of interior of the competing governments have obtained their
positions on the basis of the strength of their connections to armed formations, who are reported to have
engaged in the illicit sector.”> 36 The truth is that such actors have become the Libyan state,*”” making it
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extremely difficult for the Libyan public to express its concerns or effectively protest against its kleptocratic
rulers.

The Libya policy of Western nations currently involves no meaningful pressure on the kleptocrats most
responsible for the expansion of corruption and organized crime. When it comes to security and order, the
prioritization of migration management and counterterrorism has led major Western nations to tolerate some
of the kleptocrats’ worst abuses. Libya’s main illicit activities are disregarded in exchange for cooperation on
these priorities. On a political level, the opacity of regional powers’ engagement has reinforced kleptocratic
accumulation by legitimizing deals among the very elite poised to benefit from potentially corrupt or illicit
practices.

More broadly, it is necessary to lift the veil of complicity by exposing the kleptocrats’ practices and applying
pressure to change their calculus. The US, UK, EU, and other like-minded governments should be creative
and proactive in considering all available tools of pressure. The issuance of advisories by the US, UK, and
European governments to highlight the risk of exposure to fraudulent practices—particularly when it comes
to correspondent banking—should be considered for the sectors of the Libyan economy identified in this
report. Financial regulators in these jurisdictions should also ensure that the relationships of Libyan state
institutions and the banking entities they own are at arm’s length.

Magnitsky-style sanctions regimes,*”® as well as visa bans passed through separate legislation, should also
be developed and targeted at the leaders involved in corrupt activity. To date, the international community
has used sanctions against individuals and assets connected to Qadhafi, as well as against alleged human
rights abusers. These sanctions have been applied via the UN and replicated at the country level in US,
UK, and EU sanctions, displaying coherence within the international response. However, they have proven
ineffective, in no small part due to a lack of strategic application and the unwillingness to target prominent ac-
tors.*” 3% The effort to gain consensus over targets has played a role here: it is easier to reach agreements
over the targeting of lower-level actors.

There is, however, an opportunity to build on the September 2018 UN designation of a Libyan national for
“engaging in any action that may lead to or result in the misappropriation of Libyan state funds.”*®" 32 Such
a designation is tailor-made for the Libyan context and should be used to pursue network sanctions against
prominent Libyan kleptocrats. This would send kleptocrats a message that their foreign assets will be subject
to freezing, complicating their efforts to travel and spend their illicit gains on foreign shores. Importantly, it
would also likely lead to enhanced due diligence by financial institutions. The optimal route to pursue such
sanctions would be through the UN Security Council. However, should this not prove possible, the US, UK,
and EU, along with other likeminded governments, should strongly consider developing their own sanctions.
Here, the August 2023 listing of the former Lebanese Central Bank Governor for diversion of the bank’s
funds for personal gain by the US, UK, and Canada provides a positive precedent that state officials are not
beyond the reach of punitive measures and that such sanctions can be developed at the country level. %

2. Shift away from the current extractive governance system.

Libya’'s growing kleptocracy engages—sometimes violently—in disputes over state resources via control
of state institutions and competition for control of licit and illicit markets. The current structure of the state
encourages and incentivizes such rent-seeking and the entrenchment of patronage-based politics. Libya
must therefore reform the state’s institutions to escape the cycle. However, 12 years after the overthrow of
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Qadhafi, there is still no sociopolitical consensus as to how the country should be governed. International
mediation has continued to pursue a bargain among the political elite presently in power rather than develop
a more inclusive process that lets a larger portion of the population influence the manner in which the nation
should be governed. This would involve removing the monopoly over decision-making that Libya’s klepto-
crats currently enjoy. This could be done by hosting town hall meetings across the country to engage and
solicit support for a political process or by making a fresh attempt to hold a so-called “national conference”
bringing together different societal groups to make decisions on the country’s political roadmap. Support for
the development of governance reform is a necessary building block in peacemaking efforts.

The ongoing governance dispute cannot be seen as a justification for inaction. International efforts to re-
unify institutions must continue to be supported. Direct assistance to state institutions, facilitated through
multi-donor vehicles like the cross-ministry Recovery and Peace Building Assessment,®* should be predi-
cated on clear benchmarks for institutional reform that outline progress during specified periods. One critical
benchmark of future support to the CBL could be the closure of all off-budget accounts held by state-owned
entities, bringing them under a national treasury single account. This would make it harder for Libya’s klep-
tocrats to mask their accumulation. The international community—both bilateral donor governments like the
US and UK, as well as multilateral institutions such as the World Bank and the International Monetary Fund
(IMF)—should work with Libyan authorities on these benchmarks and help to ensure compliance.

3. Ensure that public funds lead to public good, not private enrichment.

Preventing the privatization of public wealth should be a key focus, specifically for the short and medium
term. Since 2011, the collapse of the regime’s security apparatus and the fragmentation of the security sector
have created many avenues for illicit personal enrichment. State institutions have, in some cases, become
fiefdoms of their leaders, who utilize their control to accrue wealth, power, and influence for themselves and
for their networks. Often these approaches have developed as part of a modus vivendi with the armed actors
that control the territory in which the officials or other actors need to operate. It is therefore imperative that
checks and balances within the Libyan state system are bolstered and that the senior management of Libyan
institutions is held to account.

International consensus on the importance of these issues now appears to have been reciprocated by some
Libyan authorities. The US has taken the lead in exploring the development of a temporary mechanism
that can improve transparency and accountability in Libyan revenue allocation and expenditure in order to
reduce tensions amid the ongoing governance dispute.®® The broad line of effort, albeit not the specifics of
the US proposal, has been endorsed by the UN Security Council.*¢ While the US-led effort did not come to
full fruition, in July 2023, the Libyan Presidency Council formed a “High Financial Oversight Committee” with
sweeping powers to oversee oil revenues, mediate budget disputes, and distribute funds across the country.
The formation of the committee provides both an opportunity to bring due process and clarity to state rev-
enues and expenditures and a threat that the new organ will simply help legitimize extractive agreements
among factions without reducing their opacity.®’ The international community should provide technical sup-
port and political encouragement to produce accountable and transparent committee procedures, condition-
ing international support for development projects upon satisfaction of this criteria.

International mediation efforts should be complemented by sector-specific initiatives. In the financial sector,
in particular, leverage for reform should be built through banking pressure. The issuance of advisories by
the US, UK, and EU member states would provide the context for this pressure, making it clear that global
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correspondent banks are potentially exposed to the risk of being

To discourage Libyan officials  unwittingly involved in Libyan money laundering schemes. These
from engaging in corruption  banks should therefore engage with their Libyan counterparts in
and criminal activities,  an effort to improve anti-money laundering and countering the

international efforts should financing of terrorism (AML/CFT) processes.

aim to help Libya re_'nfor_ce First, an audit of Libyan compliance requirements would be par-
checks and balances within its ticularly beneficial, as there is limited public data available on the
state institutions.  scope and status of the nation's AML/CFT regime, despite the

CBL'’s announcement of a national strategy in 2018.%

Next, any gaps identified in Libya’s AML/CFT regime should be addressed. A June 2023 consultation by the
IMF concluded that the low volume of suspicious activity reports and the backlog in investigating them indi-
cated continuing capacity shortages within the CBL's Financial Investigation Unit (FIU).3* In accordance with
IMF recommendations, Libyan authorities should strengthen AML/CFT supervision, augment FIU resources,
and enhance domestic and international cooperation to facilitate more effective prosecutions.3®

Additionally, in order to align with international standards on AML/CFT, Libyan authorities should require
all banks—including the CBL—to carry out enhanced due diligence on foreign politically exposed persons
(PEPs) and relationships with domestic PEPs deemed to represent a “higher risk business relationship.”’
Applying the provisions of the 2017 Libyan AML/CFT law on domestic PEPs would enable tighter monitor-
ing of Libya’s kleptocrats.*? Given the centrality of state resources to many illicit practices, PEPs—who in
Libya often are holders of high political office or prominent technocratic positions—present a higher risk of
potential involvement in illegal activities than others. A focus on exposing PEPS’ conflicts of interest would
help to further reduce the potential for illegal activity. Finally, to mitigate the possibility of de-risking, major
Libyan banks should ensure that their correspondent banks are aware of all the steps taken to enhance due
diligence and improve their know your customer (KYC) procedures.

In the oil sector, Interpol’'s involvement in the September 2022 seizure of a vessel bringing a large quantity
of fuel illegally diverted from Libya indicates that the international community is beginning to appreciate the
extent to which the fuel smuggling industry in Libya grew in 2022.3 EU member states should advocate
for Operation EUNAVFOR MED IRINI—an EU initiative designed primarily to help enforce a UN Security
Council arms embargo on Libyan combatants and their suppliers—to continue to intercept vessels suspect-
ed of carrying fuel stolen or illicitly exported from Libya.3** % Based on existing UN resolutions,*® the US,
too, should contribute to disrupting the business model of fuel smuggling networks. These Western nations
should also work closely with the top leadership of the NOC, Libya’s attorney general, the Libyan Audit Bu-
reau, and other Libyan watchdogs to contain and regulate oil-for-fuel swaps by instituting a more rigorous
framework for financial reporting. Unless they become considerably more transparent and better regulated,
these off-balance-sheet transactions will continue to offer abundant opportunities for dishonesty and fraud.
The US recently hosted a roundtable to discuss ongoing issues in South Sudan’s oil sector in advance of the
publication of a business advisory; this combination could be replicated in Libya to great effect.3"- %

Beyond this, reducing the opacity of the state’s financial management is an important goal. Pressure from
the US led to a greater level of disclosure in state expenditures in 2022,**° building upon the CBL's disclosure
of the issuance of LCs. For its part, the Libyan Audit Bureau has published an annual report since 2011,
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and while the disclosures are less than complete, its contributions can be built upon. The Libyan government
could make a good start by publishing the findings of the audit of the CBL organized by the UN.

Additionally, there is a critical need for greater transparency in government contracting. While politically
challenging, supporting a transparent public tender process—perhaps initially via joint projects between
international donors and the Libyan government, like the cross-ministry Recovery and Peace Building strat-
egy—would deal a blow to kleptocratic accumulation. Similarly, the establishment of a Financial Action Task
Force-adherent public corporate registry of all corporate entities established in Libya, including shareholder
and beneficial ownership information, would significantly hinder the efforts of enablers to divert government
funds. Outside of Libya, the UN asset freeze on assets of the Libyan Investment Authority should remain
in place unless and until the organization can provide consolidated accounts of its subsidiaries (not based
on historic book values) and demonstrate full adherence to the Santiago Principles of accepted practices
for sovereign wealth funds. If the LIA remains unable to meet these standards, then the release of specific
assets into separate fund mechanisms serving national priorities such as the reconstruction of Derna should
be considered, provided robust checks and balances are in place.

4. Tackle the culture of impunity that exists for those who systematically violate human
rights.

While these points focus on accountability for financial crimes, human rights violations are widespread in
Libya—and often connected.®' The post-2011 fracturing of authority and the rapid proliferation of armed
groups has led to a situation whereby formal state authorities wield limited ability to administer to the country.
By implementing the suggested recommendations, the international community would go a long way toward
tackling the culture of impunity enjoyed by Libya’s kleptocrats. But there is more to be done on the level of
promoting accountability for violations of international criminal and human rights law. Sanctions implement-
ed by the UN Security Council have been applied to individuals who have been accused of involvement in
human trafficking and other human rights abuses.*? However, these designations have not targeted the
most prominent individuals associated with widespread human rights abuses. The International Criminal
Court retains jurisdiction in Libya,**® and a UN fact-finding mission launched by the UN Human Rights Coun-
cil remains an avenue for investigating and holding to account human rights abusers.** Meanwhile, the
atmosphere for human rights defenders has become increasingly difficult, with arrests under the pretense
of protecting “Libyan and Islamic values” becoming increasingly commonplace.*® Such abuses must be
clearly called out and the forces perpetrating the arrests named and shamed, even if they do cooperate with
Western agencies over issues of counterterrorism and migration.
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The Sentry interviews with an advisor to the Haftar-aligned government led by Fathi Bashagha, November 2022; a
Benghazi oil executive, December 2022; and a veteran Libyan finance specialist, August 2023.

Alaa Farouk, “A Libyan Source Told ‘Arabi 21': Two Members of the Central Bank’s Board of Directors Have Resigned,”
Arabi 21, November 29, 2022, available at: https://arabi21.com/storyamp/1478008/-cs: sxac -Al&inl-21, o et ul- y1ns
6 S el peadlles - palaa

Many of the personnel changes that have recently affected positions wielding sway over eastern Libyan finances,
public and private alike, tend to favor a specific close-knit set of individuals in tight proximity to Saddam Haftar. In

May 2022, Malek yielded the chairmanship of the Commerce and Development Bank to eastern Libyan businessman
Wassim al-Zway, who had developed a rapport with Saddam Haftar through their informal partnership in taking over
Benghazi-based airline Bernig Airways in 2019, according to three independent eastern-based sources interviewed by
The Sentry. See:

The Sentry interviews with a Benghazi source familiar with the top management of the Commerce and Development
Bank, December 2022; a Benghazi oil executive, December 2022; and a veteran Libyan finance specialist, August
2023.

Sada, “A Commerce and Development Source in the Eastern Province Reveals to Sada the Election of al-Zway as
Chairman of Its Board of Directors,” May 25, 2022, available at: https://sada.ly/ yill-Ailaiall-dseiill -3 jaill- j1adf

Sada,“Al-Zway: Berniq Has an Ambitious Plan to Achieve Success in the Field of Private Aviation,” March 4, 2020,
available at: https://sada.ly/ fsil-ds sela-ddad Lol 525 A8 Hhe 5 55l

In May 2023, at the Brega Petroleum Marketing Company, an NOC entity importing billions of dollars’ worth of
fuel every year, a loyal ally of Saddam Haftar by the name of Faraj al-Jaedi was promoted from director of eastern
operations to member of the board, responsible for overseeing finances. See:

The Sentry interview with a senior Libyan official familiar with maritime-based trade in Libya’s main ports, March 2023.
The Sentry interview with a Benghazi source familiar with the inner workings of the NOC, June 2023.

Africa Intelligence, “NOC Boss Bengdara Appoints Haftar Loyalists to Run Subsidiaries,” June 16, 2023, available
at: https://www.africaintelligence.com/north-africa/2023/06/16/noc-boss-bengdara-appoints-haftar-loyalists-to-run-
subsidiaries,109994576-ar2

In October 2022, Muwafaq al-Zway became a director of al-Jawf Oil Company. According to an eastern Libyan oil
executive interviewed by The Sentry in November 2022, the primary responsibility at Jawf of Muwafaq al-Zway, Wassim
al-Zway's brother, was to oversee the company’s finances. See:

Sada, “Special: Ben Qdara Addresses the President of al-Jawf Oil Company to Assign Him Muwafaq al-Zway as a
Member of the Company’s Board of Directors,” October 25, 2022, available at: https:/sada.ly/-cali-s )l - yald
Fdadill- i gl

The Sentry interview with an eastern Libyan oil executive, November 2022.

For several years leading up to 2019, an associate of Abdel Malek, Fayez Bushnaf, was a pivotal figure at the helm of
both the Commerce and Development Bank and Berniq Airways. Despite his loyal support to the Haftar family, Bushnaf
gave up his influence over both companies and left Libya, possibly under duress. This enabled Saddam Haftar backers
such as brothers Wassim and Muwafaq al-Zway, oil executive Rifaat al-Abbar, and others to take on leadership roles

in the Commerce and Development Bank and in Berniq Airways. Separately, in March 2023, as NOC chief Farhat Ben
Qdara implemented personnel changes at the Arabian Gulf Oil Company (Agoco), he installed Ahmed Yunis al-Zway, a
cousin of Wassim and Muwafaq, as the board member overseeing finance. See:

The Sentry interviews with two independent Benghazi sources familiar with the inner workings of said companies,
December 2022.

The Sentry interview with a Benghazi magnate with knowledge of his city’s business scene, October 2023.

The Sentry interview with a former member of the Tripoli Public Prosecutor’s team who possesses familiarity with the
evolution of Bernig Airways since the company'’s inception in 2018, October 2023.

Internal document pertaining to Berniq Airways’ equity shares, reviewed by The Sentry, December 2020.

Document pertaining to Agoco’s board of directors, March 2023, publicly available at: @SefrOLY, X (Twitter) profile,
available at: https://twitter.com/sefrOly/status/1637505255528099842 (last accessed August 2023).
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system, a challenge the CBL has made a top priority. The report notes that this is not a problem confined to Libya
and is common in other countries. However, the report also contains numerous factual errors and draws misleading
conclusions. In the spirit of cooperation, the CBL provided Global Witness with accurate and objective information
which has been ignored and not reflected in the report.” See:

Sami Zaptia, “CBL Responds to Global Witness Report on LC Corruption,” Libya Herald, February 20, 2021, available
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Kabir is no longer listed as a member of the board of directors of Bank ABC UK, though he remains the chairperson of
the board of directors of Bank ABC Group, based in Bahrain. See:
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governance/discredited/

The Sentry interview with senior official with knowledge of the situation, April 2023.
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An individual in Sabha told The Sentry that it is not just the telecom cables that are stolen. They indicated that
everything related to telecommunications has been affected relentlessly since 2011: from the solar panels that are
used as part of the telecommunications tower, to the tower itself sometimes. Beyond telecoms, farm tractors and other
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producer, see: Waniss Otman and Erling Karlberg, “The Libyan Economy: Economic Diversification and International
Repositioning,” New York: Springer, 2007.
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available at: https://www.reuters.com/investigates/special-report/gold-africa-smuggling/

For instance, in 2014 and 2015, large outflows of gold were reported from Libya. From the importing country’s point of
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the latter figure, most was reported to have been exported to the UAE, with 3.7% going to Turkey. See:

Observatory of Economic Complexity, “Libya,” available at: https://oec.world/en/profile/country/lby
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Abdulkader Assad, “Final Statement of Libya Stabilization Conference Reiterates ‘No More Foreign Intervention,”
October 21, 2021, available at: https:/libyaobserver.ly/news/final-statement-libya-stabilization-conference-reiterates-no-
more-foreign-intervention (last accessed October 13, 2023).

Sami Zaptia, “Bashagha Government of National Stability (GNS) Releases New Crest,” Libya Herald, March 2, 2022,
available at:

https://libyaherald.com/2022/03/bashagha-government-of-national-stability-gns-releases-new-crest/

Stabilization Support Apparatus, Facebook post, September 9, 2023, available at; https://www.facebook.com/SSA.Gov.
ly

Safaa Harathy, “Norland: Elections Are the Best Path for a Stable Libya,” Libya Observer, January 31, 2023, available
at: https://libyaobserver.ly/inbrief/norland-elections-are-best-path-stable-libya

The interim minister of interior of the GNU, Emad al-Trabelsi, was appointed in November 2022 following his role in
ensuring GNU control of Tripoli. Prior to that, Trabelsi had become a prominent armed group leader following the 2011
revolution, with his armed group’s units controlling checkpoints that charged fees along smuggling routes from the
south of Zawiyah and west Tripoli to the Western Mountains from 2014 to 2018. UN Panel of Experts reports from 2018
and 2019 note the alleged involvement of Trabelsi’s forces (written as “Imad al Tarabulsi”) in fuel smuggling. See:

The Sentry interviews with local sources in Tripoli, December 2022.

United Nations Security Council, “Final report of the Panel of Experts on Libya established pursuant to resolution 1973
(2011),” S/2018/812/Corr.1, January 3, 2019, p. 42, available at: https://documents-dds-ny.un.org/doc/lUNDOC/GEN/
N19/001/29/PDF/N1900129.pdf?OpenElement

United Nations Security Council, “Final report of the Panel of Experts on Libya established pursuant to resolution 1973
(2011),” S/2019/914*, December 9, 2019, p. 365, available at: https://documents-dds-ny.un.org/doc/UNDOC/GEN/
N19/345/94/PDF/N1934594.pdf?OpenElement

Since March 2022, the minister of interior in the House of Representatives-designated Government of National Stability
has been Essam Buzeriba, whose younger brothers Ali and Hassan rose to prominence post-2011 by developing

a key Zawiyan force sometimes called the Nasr Brigade, widely said to be involved in the coastal city’s vibrant illicit
markets. Since January 2021, Hassan Buzeriba has also acted as the second in command of the Stabilization

Support Apparatus (SSA), which formally reports to the UN-recognized Presidency Council in Tripoli. The SSA has
been accused of committing “unlawful killings, arbitrary detentions, interception and subsequent arbitrary detention

of migrants and refugees, torture, forced labour, and other shocking human rights violations and crimes under
international law.” The nominal head of the Nasr Brigade, Mohammed Koshlaf, was sanctioned by the UN in 2018 for
human rights violations and participation in human smuggling. See:

Amnesty International, “Libya: Hold Stability Support Authority Militia Leaders to Account,” May 4, 2022, available at:
https://www.amnesty.org/en/latest/news/2022/05/libya-hold-stability-support-authority-militia-leaders-to-account/
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August 21, 2020, available at: https:/telescopenews.org/Akse-aladiul- pull o Jall g4y ) 5 of

United Nations, “Final report of the Panel of Experts on Libya established pursuant to resolution 1973 (2011),”
S/2021/219*, March 8, 2021, p. 37, available at: https://documents-dds-ny.un.org/doc/lUNDOC/GEN/N21/060/70/PDF/
N2106070.pdf?OpenElement

United Nations Security Council, “Mohamed al-Amin al-Arabi Kashlaf,” June 7, 2018, available at: https://www.un.org/
securitycouncil/sanctions/1970/materials/summaries/individual/mohammed-al-amin-al-arabi-kashlaf

Wolfram Lacher, “Libya’s Militias Have Become the State,” German Institute for International and Security Affairs, July
31, 2023, available at: https://www.swp-berlin.org/en/publication/libyas-militias-have-become-the-state

Although originally designed to address human rights abuses, the Global Magnitsky sanctions authority has been used
more broadly in recent years to combat transnational crime, including corruption, drug trafficking, and cybercrime.

This is particularly pertinent in Libya, where some of the most active kleptocrats engage in activities that fuel human
rights abuses. In contrast to traditional sanctions targeted at countries, Global Magnitsky sanctions can be flexibly
applied to perpetrators without affecting the nation they come from. Indeed, thematic sanctions offer greater agility and
several advantages over geographical ones; they put less of a strain on bilateral relations with countries that matter as
economic partners. Moreover, they can be coordinated among like-minded nations, thus adding to their momentum.
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Individual sanctions and asset freezes applied to Libyan state entities instituted in 2011 had a significant impact,
allowing the rebels to prevent the Qadhafi regime from accessing and moving funds during a critical period. However,
the approach to sanctions following the overthrow of the regime has been less successful. Individual sanctions have
been applied via a range of rationales since 2014: to pressure political actors into cooperating with international
mediation efforts, to target individuals accused of involvement in human trafficking, to target individuals who have
endangered civilians or committed violations of international human rights law, and to target those who have wrought
economic damage upon the state. However, the inconsistent approach toward sanctions since 2014 has caused them
to be perceived in Libya as arbitrary and politically motivated. Moreover, their implementation and enforcement have
been ineffective. While the international community agrees on these flaws, there is continuing reluctance to consider
high-profile figures for sanctions, and so the culture of impunity continues.

Several times since the autumn of 2022, US diplomats have alluded, albeit vaguely, to the possibility of Washington
issuing a new series of sanctions against individual Libyan spoilers. See:

Angus Macdowall, “US Says Tunisia President Weakened Checks and Balances,” Reuters, March 23, 2023, available
at: https://www.reuters.com/world/africa/us-says-tunisia-president-weakened-checks-balances-2023-03-23/

Al-Ain al-lkhbariyah, “Hint of Sanctions. Will the International Community Stop the Absurdity of the Libyan Militias?”
September 25, 2022, available at: https:/al-ain.com/article/libya-militias-sanctions-norland

United Nations Security Council, “Resolution 2213 (2015) Adopted by the Security Council at its 7420th meeting, on 27
March 2015,” SIRES/2213 (2015), March 27, 2015, section 11(d), available at: https://documents-dds-ny.un.org/doc/
UNDOC/GEN/N22/660/70/PDF/N2266070.pdf?OpenElement

The June 2018 attempts by Ibrahim Jadhran to recapture the Qil Crescent by force led to him being sanctioned by the
UN under UN Security Council Resolutions 2213 (2015) and 2362 (2017). See:

United Nations Security Council, “lbrahim Jadhran,” September 11, 2018, available at: https.//www.un.org/
securitycouncil/node/65697

United Kingdom Foreign, Commonwealth and Development Office, “UK, US and Canada Sanction Lebanon’s Former
Central Bank Governor Riad Salameh and Close Associates,” August 10, 2023, available at: https://www.gov.uk/
government/news/uk-us-and-canada-sanction-lebanons-former-central-bank-governor-riad-salameh-and-close-
associates

In 2021, the EU, the UN, and the World Bank launched the Recovery and Peacebuilding Assessment (RPBA) with

participation from 13 Libyan ministries. The RPBA aims to prioritize “what is needed to strengthen core governance
and institutions, enable a strong social and economic recovery, promote national reconciliation, establish a national
development plan, and coordinate international assistance for Libya in these efforts.” See:

World Bank, “EU, UN and World Bank Kick Off Recovery and Peacebuilding Assessment with Libyan Government,”
Press Release, December 8, 2021, available at: https://www.worldbank.org/en/news/press-release/2021/12/08/eu-un-
and-world-bank-kick-off-recovery-and-peacebuilding-assessment-with-libyan-government

In spring 2022, the US put forward a “Mustafeed” proposal for a new mechanism for the oversight of state expenditures
with some limited international support. The UN has indicated its support for the initiative in subsequent statements,
but there has been limited appetite among Libyan rivals to participate in a mechanism that would limit their ability to
distribute funds. For more details, see:

International Crisis Group, “Reuniting Libya, Divided Once More,” May 25, 2022, available at: https://www.crisisgroup.
org/middle-east-north-africa/north-africa/libya/reuniting-libya-divided-once-more

UN Security Council Resolution 2656 (October 28, 2022) reaffirms the “importance of establishing a Libyan-led
mechanism bringing together stakeholders from across the country to set spending priorities and ensure oil and gas
revenues are managed in a transparent, equitable and accountable manner with effective Libyan oversight, and
reiterating UNSMIL's role in helping to consolidate the economic arrangements of Libyan institutions.” See:

United Nations Security Council, “Resolution 2656 (2022) Adopted by the Security Council at its 9173rd meeting, on
28 October 2022,” SIRES/2656 (2022), October 28, 2022, available at: https://documents-dds-ny.un.org/doc/UNDOC/
GEN/N22/660/70/PDF/N2266070.pdf?OpenElement

Michael Schaeffer and Tarek Yousef, “Libyan Effort to Clean Up State Finances Sidesteps Deeper Issues,” Middle East
Council on Global Affairs, August 3, 2023, available at: https://mecouncil.org/blog_posts/libyan-effort-to-clean-up-state-
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United Nations Interregional Crime and Justice Research Institute, “lllicit Financial Flows and Asset Recovery: In the
State of Libya,” May 2021, p. 17, available at: https://unicri.it/Publications/lllicit-Financial-Flows-and-Asset-Recovery-in-
Libya

In June 2023, the International Monetary Fund concluded that “strengthening AML/CFT supervision, increasing the
resources allocated to the [Central Bank of Libya’s] Financial Intelligence Unit (FIU) and enhancing its autonomy, would
reduce financial crime [in Libya).” The report continued: “The AML/CFT framework should be further aligned to the
Financial Action Task Force (FATF) recommendations. The low number of suspicious activities reports (SAR) submitted
to the FIU indicates weak AML/CFT controls at banks, and the backlog of SARs implies inadequate resources at the
FIU to investigate suspicious transactions. The CBL should take steps to ensure full implementation of the AML/CFT
regulations, and address AML/CFT control failure at banks. FIU operational autonomy should be enhanced, and its
resources increased to deal with SAR filings, especially once AML/CFT controls at banks improve, and the number of
filings rises.” See:

International Monetary Fund, “2023 Article IV Consultation—Press Release; Staff Report; and Statement by the
Executive Director for Libya,” June 2023, p. 14, available at: https://www.imf.org/-/media/Files/Publications/CR/2023/
English/1LBYEA2023001.ashx

The IMF made high-priority recommendations to enhance AML/CFT supervision, automate FIU processes and increase
FIU resources, and strengthen domestic and international cooperation for successful prosecution. See:

International Monetary Fund, “2023 Article IV Consultation—Press Release; Staff Report; and Statement by the
Executive Director for Libya,” June 2023, pp. 14-17, available at: https://www.imf.org/-/media/Files/Publications/
CR/2023/English/1LBYEA2023001.ashx

See Recommendation 12 in:

Financial Action Task Force, “International Standards On Combating Money Laundering and the Financing of Terrorism
and Proliferation: The FATF Recommendations,” February 2023, p. 16, available at: https://www.fatf-gafi.org/content/
dam/fatf-gafi/recommendations/FATF %20Recommendations%202012.pdf.coredownload.inline.pdf

Domestic PEPs are described as persons who “are or have been entrusted with a prominent public function
domestically, such as heads of states and governments, senior politicians, senior government, judicial and military
officials, senior executives in state-owned companies and senior officials in political parties.” See:

Central Bank of Libya, “Anti-Money Laundering and Combating the Financing of Terrorism Law: Mechanisms to
Implement UN Security Council Resolutions,” p. 20.

Ean Libya, “Seizing a Ship Carrying Smuggled Fuel From Benghazi to Albania,” November 6, 2022, available at: https:/
www.eanlibya.com/cs Jais se-ls sgarls d s-Jani-diiusdasal

For more on EUNAVFOR MED IRINI and its mission, see:

Operation EUNAVFOR MED IRINI, “Mission,” March 2020, available at: https://www.operationirini.eu/about-us/

In May 2020, a French navy frigate stopped a tanker as it was on its way to load refined petroleum products from an
eastern Libyan port, preventing it from reaching its destination in the UAE. In September 2020, off of eastern Libya, a
German frigate and an ltalian frigate stopped a vessel carrying jet fuel from the UAE. These precedents, both executed
within the scope of EUNAVFOR MED IRINI, demonstrate that the EU naval operation’s existing framework and
mandate let EU member states intercept ships suspected of carrying illicit fuel off of Libya’s coast. See:

Samer al-Atrush, “Libya-Destined Oil Tanker on UAE Contract Stopped by French Navy,” Bloomberg, May 28,

2020, available at; https://www.bnnbloomberg.ca/libya-destined-oil-tanker-on-uae-contract-stopped-by-french-
navy-1.1442317

Middle East Eye, “EU Detains Ship Carrying Fuel From UAE on Suspicion of Breaking Libya Arms Embargo,”
September 10, 2020, available at: https://www.middleeasteye.net/news/libya-uae-eu-detains-merchant-ship-jet-fuel-
suspicion-arms-embargo-violation

Relevant UNSC resolutions include Resolution 2362 (2017), which aims at preventing “illicit exports of ... refined

United Nations Security Council, “Resolution 2362 (2017) Adopted by the Security

petroleum products.” For the text of the June 2017 resolution, see:
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Council at its 7988th meeting,” June 29, 2017, available at: https://undocs.org/Home/
Mobile?FinalSymbol=S%2FRES%2F2362(2017)&Language=E&Device Type=Desktop&LangRequested=False

US Department of State, “U.S. Government Issues a Business Advisory for South Sudan,” Press Release, August 14,
2023, available at: https://www.state.gov/u-s-government-issues-a-business-advisory-for-south-sudan/

US Department of State, “Risks and Considerations for U.S. Businesses and Individuals Operating in South Sudan,”
August 14, 2023, available at: https://www.state.gov/south-sudan-business-advisory/

The CBL notes that its publication of its statement of revenues and expenditures for 2022 “comes within the framework
of the CBL's efforts to achieve the highest rates of disclosure and transparency, in response to local and international
requests.” The CBL continues to participate in a US Agency for International Development-funded project that began

in 2019 and will run until 2024 and that aims to support “the CBL in guiding monetary policies affecting the supply and
circulation of money, with the aim of reducing inflation, increasing private sector access to capital, and achieving stable
economic growth.” See:

Central Bank of Libya, “Revenue and Expenditure Statement from 01/01/2022 to 31/12/2022,” January 4, 2023,
available at: https://cbl.gov.ly/en/wp-content/uploads/sites/2/2023/01/Official-Statement-Dec-2022. pdf

US Agency for International Development, “Libya Public Financial Management,” August 2022, available at: https://
www.usaid.gov/sites/default/files/2022-08/USAID Llbya LPFM Fact Sheet August 2022.pdf

Libyan Audit Bureau website, available at: www.audit.gov.ly

US Department of State, Bureau of Democracy, Human Rights, and Labor, “2022 Country Reports on Human Rights
Practices: Libya,” March 20, 2023, available at: https://www.state.gov/reports/2022-country-reports-on-human-rights-

practices/libya

Amanda Kadlec and Cathy Haenlein, “Libya as Prologue: The Uncertain Future of UN Sanctions in a Divided World,”
Royal United Services Institute, June 8, 2023, available at: https://www.rusi.org/explore-our-research/publications/
commentary/libya-prologue-uncertain-future-un-sanctions-divided-world

On February 26, 2011, Resolution 1970 (2011) of the United Nations Security Council referred the situation in Libya
since February 15, 2011, to the International Criminal Court (ICC). The resolution decided that the “Libyan authorities
shall cooperate fully with and provide any necessary assistance to the Court and the Prosecutor pursuant to this
resolution and, while recognizing that States not party to the Rome Statute have no obligation under the Statute,
urges all States and concerned regional and other international organizations to cooperate fully with the Court and the
Prosecutor.” The ICC is thus able to exercise its jurisdiction “over crimes listed in the Rome Statute committed on the
territory of Libya or by its nationals from February 15, 2011 onwards.” See;

United Nations Security Council, “Resolution 1970 (2011) Adopted by the Security Council at its 6491st meeting,
on 26 February 2011,” S/RES/1970 (2011), February 26, 2011, p. 2, available at: https://www.undocs.org/Home/
Mobile?FinalSymbol=S%2FRES%2F1970%2520(2011)&Language=E&Device Type=Desktop&LangRequested=False

International Criminal Court, “Libya,” available at: https://www.icc-cpi.int/libya

The United Nations Human Rights Council established the Independent Fact-Finding Mission on Libya by Resolution
43/39 (2020) to “investigate violations and abuses of human rights throughout Libya by all parties since the beginning
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